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Abstract 

In China, with the development of the Internet, juveniles have become an important 
group of Internet users, and the number of Internet crimes involving juveniles has also 
increased. In cybercrime, juveniles can be both the victim and the perpetrator. 
Cybercrimes involving juveniles show the characteristics of low age, intelligence, trans-
region, and covert; and there are focused issues such as personal information leakage, 
online child pornography, inappropriate information on the Internet, and cyber bullying, 
etc. The Chinese government attaches great importance to these issues and has taken 
many targeted measures that have achieved good results, but thorough prevention and 
treatment of cybercrimes involving juveniles still requires the establishment of a multi-
party co-management platform to achieve comprehensive social management. 
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1. Characteristics, Trends and Types of Internet Crimes  

According to the 45th Statistical Report on the Internet Development in China released on April 
28, 2020, the number of Chinese Internet users reached 904 million as of March 2020, with the 
group under 20 years old accounting for 23.2% and the student group accounting for 26.9%, 
also the largest group. In other words, with the development of the Internet, the age structure 
of Chinese Internet users has shown the characteristics of low age, juveniles have become one 
of the most important group of Internet users, the Internet penetration rate is extremely high, 
and the Internet has become a double-edged sword, bringing convenience to juveniles while 
also changing their living environment, thoughts and behaviors, and at the same time, the 
number of Internet crimes involving juveniles is also increasing accordingly. 

1.1. Characteristics and Trends of Cyber Crimes Involving Juveniles 

First of all, juvenile cybercrime and online victimization form a "double-edged crisis".[1] 
According to the White Paper on Innovation and Development of Juveniles' Rights and Interests 
Protection in Beijing First Intermediate People's Court released in August 2019, some juvenile-
offenders are influenced by the network and commit crimes through the network out of 
curiosity and thrill-seeking mentality; some juvenile-victims are deceived by false information 
due to poor identification of network hazards and undesirable people, as well as insufficient 
awareness of the virtual nature of the network. At the same time, irrational consumption of 
juveniles on social media platforms and online games, cyber bullying, cyber violence and other 
issues may also lead to crime or legal disputes. In other words, in cybercrime, juveniles can be 
both the victim and the perpetrator.  

Secondly, in recent years, juvenile delinquency in China has become increasingly serious, and 
the characteristics of juvenile delinquency have gradually emerged. Against the backdrop of a 
steady decline in the proportion of juveniles involved in traditional crimes, cybercrimes 
committed by juveniles have risen sharply, which must trigger social vigilance. Many juveniles 
who are victims of cybercrime are also underage, and some of them are "concerned" even at 
birth.  
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In addition, cybercrimes involving juveniles also show the characteristics and trends of 
intelligence, trans-region, covert, and scale. [2] 

1.2. Types of Internet Crimes Involving Juveniles 

Internet crimes involving juveniles can be generally divided into two categories: cybercrimes 
against juveniles and crimes committed by juveniles using the Internet. 

1.2.1. Cybercrimes against juveniles: 

There are child pornography crimes on the Internet, crimes against juveniles' information, 
infant trafficking on the Internet, and seducing or abetting juveniles to commit crimes on the 
Internet, etc. Among these, the rapid development of live child pornography, online molestation 
and other online child pornography crimes is particularly noteworthy. Infringement of 
juveniles' information is often found in the gray and black areas of the Internet, and in addition 
to commercial use, there is also a trend toward targeted cybercrime and offline crime. In 
addition, there is also the use of online social media platforms to rape or molest juveniles after 
meeting them offline, and some of the perpetrators are juveniles. 

1.2.2. Juveniles use the network to commit crimes: 

mainly including crimes involving gangsters, fraud, insult and slander. In the case of Internet 
fraud, it is also often possible to find the figure of underage criminals. The insult and defamation 
crimes often evolve from bad comments or "online warfare", and the insulting and defamatory 
behavior on online platforms also evolves into offline appointments to provoke trouble or 
intentionally harm others. 

2. Key Issues and Governance for Protection of Internet Juveniles 

2.1. Protection of Juveniles' Personal Information Online 

Article 16 of the United Nations Convention on the Rights of the Child (In the Convention, "child" 

means a natural person under the age of 18, which is the same as "juvenile" in Chinese law.) states: 
"The child shall not be subjected to arbitrary or unlawful interference with his or her privacy, 
family, home or correspondence, nor to unlawful attacks on his or her honour and reputation. 
The child has the right to the protection of the law against such interference or attacks." This 
provision establishes international law protection for juveniles' right to privacy. The physical 
and mental development of juveniles is extremely unique, and they face greater risks and 
consequences on the Internet than adults, but in reality, there are still great potential problems 
in protecting the privacy of juveniles, especially in protecting their personal information online. 
Whether it is smart toys or apps for children, unintentional uploads by parents, or even traces 
left by juveniles themselves when using the Internet, all of these expose juveniles' information 
to information collectors. 

More and more juveniles' personal information is used for commercial purposes. On the one 
hand, as important family consumers and futureoriented consumers, it is important to analyze 
their consumption and behavior habits and to develop consumer orientation and brand loyalty. 
On the other hand, juveniles can influence the purchasing behavior and consumption decisions 
of families to a great extent. Therefore, it has become a common practice for companies to 
collect juveniles' personal data and even behavioral data, analyze them for targeted marketing 
and even consumer guidance. This over commercialization of childhood brings not only the risk 
of capital manipulation of juveniles' cognitive development, outlook shaping and self-
actualization, but also many potential risks. 

Secondly, juveniles' personal information is most likely to be misused by criminals and even 
developed into offline crimes. Not only juveniles' online "digital footprints" can be aggregated 
and organized for use in online gray market, but criminals can also even profile a child's life and 
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learning experiences, family information, activity schedules and areas, and routes, which will 
raise serious privacy and security issues. 

Once again, the juveniles' personal information for a long time, excessive retention, will likely 
become a "digital tattoo", affecting their adult social life, marriage, employment, etc. At some 
point in the future, that may cause an image or reputation crisis, or even years later when 
employment was reviewed by the employer. 

Lastly, due to their lack of cognitive and behavioral abilities, juveniles are often prone to cyber-
violence due to inappropriate language and behavior, and the exposure of personal information 
can easily lead to further harm. For example, the "Egyptian Temple Carving Incident" not only 
taught the child who carved the carving a lesson that far surpassed his wrongdoing, but also 
had an impact on the school he attended by hacking its official website. 

In the era of big data with the rapid development of Internet technology, the risk of adverse 
consequences of the collection and use of each citizen's personal information is increasing. In 
this context, Chinese legislation has gradually responded, such as the Cybersecurity Law, the E-
Commerce Law, and the Consumer Protection Law. The recently adopted Civil Code of PRC also 
emphasizes the protection and use of personal information of natural persons and clarifies the 
rule of informed consent. Although these laws and regulations are also applicable to juveniles, 
due to the uniqueness of the physical and mental development of juveniles, they still need 
higher targeted and protective legislation. Currently, the only protection of juveniles' personal 
information in China's statutory laws is the "Regulations on the Protection of Children's 
Personal Information Networks" issued by the State Internet Information Office, but this 
regulation is a ministry regulation, which is of low legal rank and not sufficiently binding. 

Article 63 of the Law on the Protection of juveniles (Draft), published in November 2019, 
stipulates that "network product and service providers shall prompt juveniles to protect their 
personal information and impose protective restrictions on the use of their personal 
information by underage users. Network products and service providers who collect, use and 
store personal information of juveniles through the network shall comply with the relevant 
state regulations, and with the consent of juveniles and their parents or other guardians," to fill 
this legislative gap, and further improve the original rules of informed consent, but there are 
still some shortcomings [3]: 1. It cannot solve the juveniles' action of registering or logging in 
to the website by falsifying one's age or misrepresenting oneself as an adult. This may be further 
enhanced by means of authentication, such as face recognition or fingerprint verification. 2. All 
information controllers are required to conduct self-censorship to avoid improper collection 
and handling of personal information of juveniles, otherwise they may risk civil or 
administrative liability. However, such a regulation is too general and lacks of specificity, which 
makes it difficult to attract the attention of information controllers; this “one-size-fits-all” 
regulation also increases operators' operating costs and reduces operational efficiency. It is 
suggested that a clear classification standard can also help to improve the efficiency of the 
review. 3. It stipulates the information protection obligations of network products and service 
providers, but the liability for violating the obligations is not provided, it may be a declarative 
clause in the future. 

In addition, in State of the World's Children 2017: Children in a Digital Age, UNICEF 
recommends, inter alia, that the starting point for a solid ethical framework in the digital realm 
be the establishment of minimum standards in three key areas: First of all, rights, privacy and 
consent: establishing common ethical standards for the governance of data use and privacy 
protection. Secondly, data sharing and retention: clear guidelines should be established on who 
should share data and when; there should also be specific technical agreements on what data 
should be stored, where it should come from, how long it should be stored, and what it should 
be used for. Thirdly, protecting vulnerable populations: The international community should 
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make a consensus that sharing and using certain types of data increases the risk to certain 
populations. China may refer to these.  

2.2. Internet Child Pornography 

In March 2020, the "Room N" incident in South Korea sparked global attention, and then some 
netizens revealed the "Room N" in China. There are many forms of online child pornography, 
such as forcing children to live stream pornography, or providing on-demand child 
pornography videos or pictures, but there are also some phenomena similar to gray operations, 
such as children's bikini swimsuit shows. This type of live streaming or pornography of course 
involves the crime of producing, selling and distributing obscene materials, but the act of 
production itself is sexual abuse and exploitation of children. According to data released in May 
2020 by the Girls Protection Fund of the China Youth and Children Culture and Arts Foundation 
and the Beijing Zongyi Foundation [4], in 2019, there were 21 cases of online and offline crimes 
(sexual assaults committed by internet users after meeting offline), accounting for 9.91% of the 
total number of child (Statistics are for children under the age of 18.) sexual abuse cases; 11 cases, 
occurred directly on the Internet, for 4.78% of the total number. It can be seen that, in addition 
to the number of cases that cannot be ignored, there is also a mutual promotion and 
transformation between online and offline sexual abuse of juveniles. In addition, the situation 
of boys being sexually abused also cannot be ignored. 

Internet child pornography is a crime in China of course; and for real-life sexual assaults, the 
crime of rape or indecent assault will be dealt with; for live broadcasts and videos based on 
Internet technology, the crime of producing, selling and distributing obscene materials can be 
applied. But the problem is that although the relevant judicial interpretation has lowered the 
threshold of the latter crime, the finishing punishment is still not heavy enough. In addition, the 
following characteristics of online child pornography have emerged in law enforcement: ① the 
opportunities to commit crimes have increased and the difficulty of committing crimes has 
decreased: criminals have a much larger scope and more convenient technical means to identify 
potential victims; the Internet allows offenders to remain anonymous and forge identities, and 
even use encryption technology, digital currencies, and the dark web for distribution and 
transactions; groups and communities on the internet also provide these people with the 
opportunity to share and exchange information. The space for hugging, to a certain extent, 
fosters a deformed "identity" and stimulates the demand for such products. ② The crime is 
diverse and constantly updated. In addition to the traditional offline sexual abuse of children 
and the production and distribution of video and audio images, new types of crimes appeared, 
include luring and molesting children online, and organizing and forcing children to live stream 
sex on the Internet. Criminals often lurk in cyberspace that children access, such as games, short 
videos and live streaming platforms, or under the banner of recruiting child stars and 
professional photographers, and after obtaining relevant audio, video and pictures, some 
criminals will use it to further blackmail and threaten the victim to continue the crime. ③ 
Transnational crimes: Internet child pornography crimes or production can be carried out 
transnationally, or the servers are located outside of the country, which makes it difficult to 
fight against them, and therefore more difficult to control. 

In addition, China's current legislation is not sufficient to deal with child pornography crimes, 
so the following suggestions are made: 1. To differentiate the production of child pornography 
from ordinary pornography, to convict child pornography crimes separately, and to increase 
the penalties, which is also an effective practice in developed countries outside of China; 2. To 
clarify the responsibilities of those who disseminate child pornography, and to increase the 
former administrative responsibilities to criminal responsibilities 3. To explore the possibility 
of illegal possession of child pornography, and to crack down on "possession" as an illegal or 
even criminal offense, so as to achieve a better deterrent effect. 4.For the paid onlookers, who 
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courage or sponsor the direct perpetrators to sexually abuse children, may be treat as 
accomplices, for "no onlookers, no harm". 

2.3. Undesirable Internet Information 

The Internet has now become an important lifestyle for juveniles, who are at an age where they 
are receptive to new things and creative, and are also in a period of gradual formation of values, 
with weak self-control and discernment, which makes them vulnerable to the negative impact 
of bad information on the Internet. Zhou Jun, vice president of Beijing First Intermediate Court, 
said in August 2019, "From the cases involving juveniles heard by our court, nearly 70% of the 
criminal cases involving juveniles and nearly 60% of the criminal cases involving juveniles who 
were victims have the problem of juveniles' abnormal exposure to undesirable online 
information." 

The survey found that at present, juveniles are exposed to undesirable Internet information, 
including Internet pornography, Internet violence, false information, distorted values and anti-
science information. Among these, Internet pornography and Internet violence are the 
undesirable Internet information that seriously affects the healthy growth of minors.100% of 
Juveniles have been exposed to online pornography, 95.5% have been exposed to online 
violence, and most of them were first exposed in elementary school and junior high school. 
Ordinary juveniles are exposed to undesirable online information mainly through undesirable 
websites (90.6%), online games (53.4%), online chat (42%), online forums (37.7%), new media 
(33.9%), and web searches (30.8%). According to the survey on juvenile offenders, juvenile 
offenders were exposed to inappropriate information on the Internet before committing crimes 
through inappropriate websites (78.9%), online games (45.7%), online chat (43.3%), online 
forums (37.7%), new media, and web searches (22.3%).[5] In a sense, these data also show that 
the current status of the control of inappropriate information on the internet is not satisfactory. 

However, the management of inappropriate information on the Internet is a comprehensive 
social problem that requires multi-departmental cooperation and comprehensive measures. 
Specifically include: 1. Improving relevant network legislation and formulating special laws and 
regulations for the protection of juveniles; 2. Strengthening government supervision to prevent 
and reduce the spread of inappropriate information on the internet, such as implementing the 
real name system and a network information classification system, developing filtering 
technology for inappropriate information, and blocking its dissemination; 3. Fixing related 
upstream and downstream black and gray industries and cutting off the source of inappropriate 
information on the Internet; 4. Strengthening the educational services for juveniles and parents 
to guide rational and civilized internet surfing and to improve the ability to discriminate and 
resist objectionable information.  

2.4. Cyberbullying 

With the popularity of the internet and the development of technology, real-life bullying has 
gradually been transferred to the internet; and cause of the greater number of online social 
groups, more ways, and the portability of telecommunications networks, the harm caused by 
cyberbullying is far greater than the harm caused by real-life bullying. The main forms of 
cyberbullying are: online verbal abuse, online harassment, human flesh search, online spoofing, 
online slander, online impersonation, online exclusion, etc. [6] Cyberbullying generally has the 
following characteristics, generally has the following characteristics [7]: ① existence of 
intentional, not accidental; ② recurring rather than one-time; ③ fast spreading, wide range of 
influence; ④ use of network platforms and other technologies, concealment; ⑤ difficult 
monitoring. 

As for the concern and research on cyberbullying, there are more studies in Europe, America, 
Japan and other countries, and less concern in China. However, according to a study by Cyber 
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Bullying Inventor, 56.88% of 1,438 high school students randomly sampled in mainland China 
had been cyber bullied in the last semester [8]. This shows that cyberbullying of juveniles is 
also quite common in China. Cyberbullying can bring a series of negative emotions and 
psychological shadows to juveniles, even leading to depression, suicide or revenge. juveniles 
who are bullied usually do not tell their parents or teachers, which can cause potential harm. 

China has few strong legislation and measures to address cyberbullying now, which may relate 
to the fact that the perpetrators of cyberbullying are often minors. On the other hand, cyber 
bullying is often an accumulation or overlap of "little evils", which makes it difficult to control 
or deal with individual behaviors. At present, the relevant legislation in China is mainly 
concerned with the violation of reputation and privacy, and very few of them involve 
administrative or criminal responsibility. The following measures may be taken in China, with 
reference to overseas practices: 1. Clarify legal remedies for victims of cyberbullying and the 
legal responsibilities of perpetrators at the national and policy levels. For example, the U.S. 
Megan Mayer Cyberbullying Prevention Act, which amends the U.S. criminal law by adding 
Article 881, Cyberbullying, stipulates that cyberbullies will be subject to the criminal law 
offense of harassment, and the defendant will be fined or imprisoned for up to two years, or 
both. 2. The "good moral character" education, to create a good network culture and social 
environment. Cyberbullying is an extension of actual bullying, which is ultimately the moral 
failure of individual netizens. Countries such as England and Germany have taken this "source 
management" approach. 3. Emphasize the "notice-and-takedown" responsibilities of ISPs to 
promptly remove messages involving cyberbullying upon receipt of a notice, and to provide an 
opportunity to defend himself. 4. Close cooperation between families and schools. In the UK and 
Japan, special emphasis is placed on the responsibility of schools in antibullying and cyber-
bullying, with emphasis on school services and management of students' internet use; and  
integrate anti-bullying measures into all relevant school policies. The Chinese government 
should issue some corresponding policies and measures as soon as possible to clarify the 
responsibilities and obligations of primary and secondary schools in anti-cyberbullying. [9] 

In addition, the protection of online juveniles exists in all aspects, such as the prevention and 
control of Internet addiction, in March 2019, the State Information and Communications Office 
of China guided the organization of major short video platforms pilot online "Youth Anti-
addiction System", as of October 2019, 53 network platforms have gone online. In November 
2019, the State Council Information Office and other relevant management departments of 
China jointly issued the "Regulations on the Management of Online Audio and Video 
Information Services," which also provides guidance on the reasonable use of the Internet by 
juveniles. Further requirements and guidelines for user's network protection are proposed. The 
network protection system for juveniles is gradually being built and improved. 

3. Trends of Internet Crime Management and Protection of Internet 
Juveniles 

In general, in recent years, China has been paying more and more attention to the fight against 
cybercrimes involving juveniles and the protection of juveniles online. For example, on April 
23, 2020, the Supreme Court of China, the Supreme Prosecutor of China, the Ministry of Public 
Security of China, and the Ministry of Justice of China jointly issued the Opinions on Severely 
Punishing the Use of Juveniles to Commit Triad Crimes in Accordance with Law, emphasized 
that "severely punish the use of juveniles to commit mafia crimes in accordance with law". For 
juveniles who are used by the mafia, they should cooperate with relevant departments for early 
detection and timely rescue. For juveniles who have not yet reached the age of criminal 
responsibility, they should be rescued and prevented from crimes through measures such as 
implementing family guardianship, strengthening school education and management, sending 
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them to special schools for correction, and carrying out socialization to help educate them. It is 
necessary to strengthen the rule of law education for youth groups, raise the awareness of 
juveniles and the ideas of the rule of law, and effectively prevent juveniles from being exploited 
by the evil forces. 

In another example, on May 7, 2020, nine ministries and commissions of China jointly issued 
the Opinions on Establishing a Mandatory Reporting System for Cases of Infringement on 
Juveniles (for Trial Implementation), which requires public officials and various organizations 
and their employees who are in close contact with juveniles to immediately report to the public 
security authorities when they discover in the course of their work that a minor has been, or is 
suspected of having been, unlawfully infringed upon or is in danger of being unlawfully 
infringed upon. In this way, juveniles can be protected timely. 

And this is another example, on May 29, 2020, the Beijing People's Court issued a Circular on 
Beijing Courts Hearing Criminal Cases Involving the Use of Juveniles to Commit Crimes, stating 
that Beijing courts would handle cases involving the use of juveniles to commit crimes in strict 
accordance with the law and effectively increase the punishment for adult users.[10] 

Anyway, in short, combating Internet-related juvenile delinquency and online juvenile 
protection requires comprehensive social governance, and a multi-party comanagement 
platform. 
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