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Abstract 

5G has gradually entered our social life, and it has gradually developed and applied in 
various industries, bringing new development and opportunities to various industries. 
At the same time, the logistics industry, driven by the e-commerce industry, has 
developed to a vigorous stage, transforming from traditional logistics to smart logistics. 
With the rapid development of the logistics and express industry, the hidden dangers of 
logistics information security are also exposed to people's vision, so they began to attach 
importance to the protection of logistics information security. The arrival of 5G will also 
improve the protection of logistics information security to a brand new stage. So what 
benefits does 5G network technology bring to logistics information security, and what 
hidden dangers may exist, and what kind of solutions can we make to address these 
hidden dangers, these three points are the focus of this article. By analyzing the 
development status of logistics information security, finding out the development 
difficulties, then analyzing the advantages and disadvantages and practical application 
scenarios according to the characteristics of 5G network, and then establishing a 
logistics information security system model to solve the development bottleneck of 
logistics information security. Provide a feasible solution and mitigation suggestions for 
logistics information security in 5G environment. 
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1. Introduction 

With the development of social economy, the logistics express industry is constantly growing. 
4G network environment is not enough to support the demand of logistics information security. 
The arrival of 5g network will bring different innovation and challenges to logistics information 
security. It provides a more solid foundation and guarantee for the information security of 
logistics industry, and has an important impact on our life and social and economic 
development. In the 4G network environment, logistics information still has the problems of 
high delay, the leakage of express bill number, and the leakage of user's personal information. 
5g technology can solve the problems in logistics information security by virtue of its low delay 
and high reliability. At the same time, emerging technologies may also bring us potential risks, 
thus affecting the security of logistics information, such as the use of too fast traffic, high 
hardware requirements. How to solve these potential risks is also the focus of this paper. 

5g technology has come into our life and work, it brings us benefits at the same time, we should 
always be vigilant. Under the support of 5g network, logistics information security can be better 
protected, and the corresponding solution mechanism for potential risks is the significance of 
this paper. 
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2. Development Status at Domestic and Foreign 

2.1. Domestic Development status 

At present, 5g network technology has entered our social life, people's understanding of 5g 
network is also more and more in-depth, 5g began to play a role in medical, logistics, scientific 
research, education and other industries. One belt, one road, can be used to develop intelligent 
logistics in the logistics industry. The 5G can also break the bottleneck and move towards a 
higher direction. As 5g is still in an emerging technology stage, it has not been widely invested 
in social practice. Most scholars study logistics information security from the user behavior and 
physical level, such as hiding one side and making users pay attention to logistics information 
security. However, there is little research on logistics information security under 5g 
environment. 

China's express industry has entered the normalization, and has become an era when the daily 
express volume reaches hundreds of millions of pieces. In the past few years, the express 
industry not only has an increasing single volume, but also has a rapid growth in revenue. In 
this process, the protection of logistics information security will become particularly important. 
However, at present, the hidden danger of logistics information security in China has always 
existed and cannot be eradicated. According to the statistics on logistics information security 
of rookies, 25% of the information risks faced by logistics and express delivery industry are 
frauds such as telephone messages. Among them, the logistics information risk caused by the 
nonstandard operation of communication equipment of major express enterprises is rising. 

2.2. Foreign Development Status 

5g technology has been tried in Korea before China, but the response is not satisfactory. The 
main reason is that the coverage area of 5g network is not enough. Only in some areas can 5g 
network be used smoothly. However, the mobility of people is very large. Once the 5g network 
can not cover the area, the information reception will be very limited. 

Although the demand for the logistics express industry in foreign countries is not as large as 
that in China, as early as the 1960s, logistics distribution has been attached great importance 
to by the United States. Its development started early and has mature experience, which has 
great reference significance for the development of China's logistics express industry. In order 
to reduce the cost, many individual logistics transporters cooperate with each other to carry 
out logistics distribution work as a third-party logistics service provider. The third-party 
logistics establishes a unified freight service network among urban agglomerations in a certain 
region, thus forming a new hub and spoke freight transport network. This is also the reference 
basis for the logistics distribution system of the Yangtze River Delta, the Pearl River Delta and 
other urban agglomerations. 

At present, the level of foreign logistics industry is still in a leading position, and its logistics 
industry has developed early and mature experience. However, China's logistics industry has 
just begun to develop with the e-commerce industry in recent years. Therefore, the foreign 
logistics development technology is one of our reference targets. 

3. 5G Environment 

5g network is the full name of the fifth generation mobile communication technology, and the 
fourth generation network communication technology, we all referred to as 5g or 5g network. 
5g network is the latest generation of cellular mobile communication technology, and it is also 
a new network technology after 2G, 3G and 4G networks. The same as the existing network 
technology, the service area covered by 5g network is also divided into small geographical areas 
like cellular. 
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5g network has the characteristics of low cost, low energy consumption, low delay, high 
transmission rate, high network ubiquitous ability and mass access, and also supports large 
system capacity and large-scale equipment connection. Compared with 4G network, 5g 
network has outstanding advantages. Its main performance is that the transmission rate of 5g 
network is much higher than that of 4G network. When the transmission rate of 5g network is 
the highest, it can reach 10Gbit / s, which is 100 times of that of 4G network. There is also the 
low latency feature of 5g. The delay time of 4G network is between 30-70 MS, while the delay 
time of 5g network can be less than 1 ms. the huge difference between them makes 5g data 
transmission rate faster. Therefore, 5g is of great use in various industries, which can meet the 
technical requirements of automatic driving, medical industry, logistics information security, 
etc. 

4. Current Situation of Logistics Information Security Development 

4.1. Logistics Information Security Development Stage 

At the beginning of the development of logistics industry, the protection of logistics information 
security is not enough, and it is not paid attention to. Therefore, there are many cases of logistics 
information leakage and social harm. With the arrival of intelligent logistics, people begin to 
pay attention to the protection of logistics information security. With the efforts of technology 
and personnel, logistics information security has been protected by certain measures. Thus the 
birth of "invisible one-sided" and intelligent warehousing and logistics. 

The invisible single side refers to the express side pasted on the express package, which does 
not display all the information of the name, mobile phone number and address of the signer and 
the sender, and some of the contents of these information are replaced by the "*" number. For 
example, the mobile phone number does not fully display 11 digits, only the first three digits 
and the last four digits are used to identify and check the telephone number, and "*" is used for 
the other digits in the middle Instead. The information such as name and address is also 
processed in the same way, which can avoid the leakage of logistics information, and the 
information stealer can not directly obtain complete personal information through express 
delivery, thus threatening personal and property safety. The use of invisible single side 
effectively reduces the risk of logistics information leakage. 

Intelligent warehousing logistics is to change the logistics warehousing process from manual 
operation to intelligent mechanized operation through AR technology and other methods. The 
classification, storage, placement and extraction steps involved in the warehousing process can 
all be replaced by machines, which can not only save manpower, reduce costs, but also reduce 
the opportunities for personnel to access logistics information and reduce materials The 
possibility of leakage of streaming information. 

4.2. Development Difficulties of Logistics Information Security 

Although logistics information security has been paid attention to by the major express 
enterprises, and corresponding preventive measures have been taken, there are still risks. 

From sending to signing in, an express package has experienced many links, such as 
transportation, distribution, storage, distribution, etc. there are many people who can contact 
the logistics information in the middle. Once any one of them has information leakage, it may 
cause serious impact. However, the criminal risk of divulging information is very small, and 
there are many contacts, which makes it difficult to find out the specific problems in which link. 
Thus, it is difficult to be held responsible for information leakage, which also makes these 
people more unscrupulous, frequent information leakage incidents, logistics information 
security can not be guaranteed. 
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The leakage of logistics information is an unknown danger for the express receiver. We have 
some deficiencies in how to distinguish whether the information is leaked or not and the 
authenticity of logistics information, and there is no corresponding protective measures. Once 
the information is leaked and used by illegal elements, it is difficult to make corresponding alert 
in advance, and it is in a very passive state. 

In order to ensure that the logistics information is not leaked, it is necessary for the relevant 
personnel of multiple links to work together and set up a special supervision team for 
supervision. Each link can not appear any negligence, otherwise there will be a great risk of 
logistics information leakage. However, this method is not only cost-effective, but also involves 
a large number of personnel, and the control is not strong enough, and the effect is not obvious. 

And the above-mentioned problems, under the support of 4G network technology, it is difficult 
to achieve a breakthrough. 

4.3. The Harm of Logistics Information Leakage 

As long as the harm of logistics information is mentioned, most people will associate with 
telephone harassment, SMS harassment, etc. Our mobile phones often appear harassment 
messages and harassment calls, because their personal information has been leaked. Even so, 
we know that the risk of information leakage is not comprehensive enough. Information 
leakage will not only cause a variety of harassment incidents, which will seriously interfere with 
the normal life and work of individuals, and even bring mental injury and economic loss. 
Therefore, the harm of personal information leakage is great, we should pay attention to it. 

5. 5G and Logistics Information Security 

5.1. 5G's Impact on Logistics Information Security 

There are many problems in logistics information security, such as the logistics information is 
not updated in time, and there are many contacts in the logistics process. Once it is used by the 
illegal elements, it will bring great danger to the logistics users. For example, the illegal 
elements get the logistics information by bad means and impersonate the express delivery 
personnel to deliver the express to the victims, which leads to tragedy. At the same time, some 
people who can get access to logistics information will sell the logistics information to others 
for profit, resulting in the leakage of logistics information. These situations bring great danger 
and trouble to logistics users. 

In 4G environment, logistics information security technology has been further improved. 
Through the integration with VR technology, intelligent warehousing and other functions are 
realized, which greatly reduces the opportunity of human contact with logistics information. 
However, the transmission rate and energy consumption of 4G itself have some limitations in 
the protection of logistics information security. 5g has the characteristics of high transmission 
rate, ubiquitous network capability and low delay, which can solve the above problems. 
Through 5g high transmission rate, we can timely and effectively receive logistics feedback 
information; through 5g network ubiquitous ability, we can cover every area involved in the 
logistics process; through 5g's low delay, we can track the location of express delivery in real 
time, judge the accuracy of logistics, and avoid being cheated by criminals for sending express 
delivery. It usually takes 3-4 days for express delivery to the receiver. During this period, the 
positioning of logistics information will bring a lot of energy consumption, which is also the 
second practical feature of 5g, with low energy consumption. 5g technology with low energy 
consumption will solve the problem of energy consumption easily. 

Through the integration of 5g and 5g logistics technology, users can master the accuracy of the 
era. This will play an important role in logistics information security. 
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5.2. New Problems of Logistics Information Security under 5G Environment 

Due to the limitations of 5g network, express delivery is required to maintain a high accuracy 
of logistics positioning information from delivery to signing in. For many small logistics 
enterprises, it is a high cost and can not be realized, which also brings a lot of economic pressure 
to them. This goes against the original intention of designing this logistics information security 
system. At the same time, through the research, it is found that the criminals use the logistics 
information to commit crimes, most of which are delivered to the city where the signer is 
located. In the real social scene, the logistics information displayed in the return transportation 
may receive a phone call from the courier, asking for a signature. At this time, we can not 
identify the accuracy of the information, if the illegal elements impersonate the courier, it will 
lead to serious consequences. Therefore, how to use the 5g network technology to protect the 
logistics information security and solve the 5g network with a large number of high-quality 
hardware requirements, we need to solve the problem. 

6. Logistics Information Security Solution Mechanism under 5G 
Environment 

6.1. Design of Logistics Information Security System 

6.1.1. Logistics information security system model 

Using 5g technology to study logistics information security, further explore its development 
potential, and according to the current development bottleneck of logistics information security, 
design a logistics information security system model under 5g network environment, as shown 
in Figure 1. Its function and characteristics, as well as the operation process of the system are 
studied. 

Now most of the logistics information is in the express delivery to the next delivery site, and 
then synchronously updated to the express signer's hand. As a result, the logistics information 
in the transportation process is not accurate for a period of time, and the express signer can not 
understand the specific information and status of express delivery in this period of time, which 
is easy to be used by criminals to commit crimes by using the uncertainty of logistics 
information in this period of time. 

With the help of 5g network technology, we can use its characteristics of low delay, high 
reliability and strong ubiquitous ability to realize the real-time status update of logistics 
positioning information, so that no matter where the express delivery is, we can query its 
specific location, which greatly improves the accuracy of logistics information. Users can grasp 
the real-time dynamic of logistics express location information at any time, which can avoid 
being cheated by intentional people because of the inaccuracy of logistics location information. 
At the same time, 5g technology is not only characterized by its low latency and low energy 
consumption, but also can be decentralized in the operation layer. During the operation, the 
data at the end of the operation layer is directly uploaded to the data cloud for processing, and 
the data is directly updated downward through the system. Under the operation of this system, 
logistics information is safe for users. 

In the operation process of logistics information system, the first step is to input the logistics 
information of express delivery through the mobile terminal equipment by the courier, and 
then bind the location information of the mobile terminal equipment with the location 
information of the mobile terminal equipment. GPS is used to locate the real-time location 
information of mobile terminal equipment, and then 5g network technology is used to 
synchronize the positioning to the hand of the express signer, so that the location status of 
logistics information can be mastered in real time. According to the uploaded location 
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information, we can identify the authenticity of the received logistics information, improve the 
security of logistics information, so as to avoid being cheated due to inaccurate express location. 

 
Fig. 1 Model diagram of logistics information security system 

6.1.2. Application Scenarios 

Through the logistics information security system, users can identify the authenticity of the 
logistics information they receive, which provides a reliable information basis for users. The 
actual application scenario is shown in Figure 2. 

After receiving the logistics information, the user can identify the authenticity of the logistics 
information through the logistics information security system. If the received logistics 
information is consistent with the logistics information on the logistics information security 
system, the received logistics information is true and can be believed; if the received logistics 
information is inconsistent with the logistics information on the logistics information security 
system, the received logistics information is fake, can't be believed. 
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Fig. 2 Application scenario of logistics information security system 

 

6.2. Technical Principles of Logistics Information Security System 

 
Fig. 3 Technical structure of logistics information security system 
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The network technology structure of logistics information security system is created by 
combining 5g technology with GPS, blockchain and other technologies. The technical principle 
is shown in Figure 3. 

6.2.1. Coordination of 5G Network and GPS in Logistics Information Security System 

GPS itself has high data accuracy, low error can make the express location within 5 meters of 
error. Compared with the traditional GPS system, we don't need to use its navigation function. 
We only need to rely on its positioning function. We can store the logistics positioning 
information in the mobile terminal by using the logistics information storage device of the 
mobile terminal. Through the 5g network and GPS real-time update of the logistics information 
input, the higher the accuracy of the positioning, the lower the delay of the network, and the 
ultra-low delay of the 5g network can meet this demand Application scenarios. As shown in 
Figure 4. 

 
Figure. 4 5G network and GPS operation principle 

 

6.2.2. 5G is Integrated with Blockchain, and the Whole Process is Data-based 

Blockchain is a new application mode of computer technology such as distributed data storage, 
point-to-point transmission, consensus mechanism and encryption algorithm. It is essentially a 
decentralized database. It is a kind of chain data structure which combines the data blocks in 
order according to the time sequence, and ensures that it can not be tampered with or forged 
by means of cryptography. Due to the use of Distributed Accounting and storage, there is no 
centralized hardware or management organization, and the rights and obligations of any node 
are equal. The data blocks in the system are jointly maintained by the nodes with maintenance 
function in the whole system. Once the information is verified and added to the blockchain, it 
will be stored permanently. Unless more than 51% of the nodes in the system can be controlled 
at the same time, the modification of the database on a single node is invalid, so the data stability 
and reliability of the blockchain are extremely high. 
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5g is the basic network implementation, while blockchain is the auxiliary material for 
processing. Blockchain can not only be applied in the financial field, but also can be extended 
and developed. By using the transmission characteristics of 5g network and the 
decentralization and immutability of blockchain, the whole process of data-based can be 
guaranteed at the same time. 

6.3. Logistics Operation Information Security Management 

With the cooperation of 5g, GPS, blockchain and other technologies, the standard business 
process is established and the operation is standardized. According to the standard operation, 
realize the unified management and operation of logistics information security system. 
Logistics information security system is based on the user's point of view, aiming to provide 
users with an accurate real-time express positioning information, and can use the logistics 
positioning information as a standard to judge other logistics information received. 

6.3.1. Manual Logistics Information Entry 

Use the mobile terminal logistics information input equipment to input express information. 
Through the logistics information input equipment, establish the location data of express 
delivery, and synchronize the positioning information of the input express with the logistics 
information input equipment of the mobile terminal, so that the positioning of express delivery 
is the same as that of the logistics information input equipment. When the logistics information 
input equipment is updated with the positioning of GPS system, the express positioning 
information will also be synchronized to update. 

6.3.2. Logistics Information Synchronization 

The express delivery personnel will carry the mobile terminal logistics information input 
equipment for entering the express information when delivering the express delivery, so as to 
maintain the real-time accuracy of the logistics positioning information in the whole process of 
delivery. The user can query the real-time positioning information of the express according to 
the express bill number. After the courier signs the express to the user, each delivery of a 
express will be manually deleted from the logistics information entry equipment The signed 
express information. From the user level, this will not let the logistics information stay in the 
hands of couriers for a long time. From the perspective of enterprises, it can reduce the cost of 
management and protection of user logistics information security, and also provide a lot of 
storage space for the follow-up logistics information. 

7. Summary 

Logistics information security under 5g network is bringing impact to the innovation and 
development of our logistics industry. For 5g environment, the research and solution 
mechanism of logistics information security is the focus of this paper. Through the construction 
of logistics information security system model, using the emerging technology and 
characteristics of 5g network to achieve the real-time accuracy of logistics positioning 
information. Whether the logistics information of users is leaked or not, it also has its security 
and basis. 

Through the understanding and analysis of a large number of logistics information leakage 
incidents, this paper designs the logistics information security system model based on this fact, 
so that it can be put into use on the theoretical conditions and social basis. 5g network has 
obvious advantages in low delay, reliability and network mobility management, which is the 
key to the development of logistics information security. At present, 5g network is still in the 
trial stage of development and exploration. 5g network deeply combines blockchain, AI, VR and 
other technologies to promote the rapid development of logistics industry, solve the pain points 
of social development, and promote the prosperity of social economy. At the same time, in the 
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future intelligent engineering, scientific and technological equipment is the foundation of 
development, and will still play an irreplaceable important role. 
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