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Abstract 

Smart grid is a new technology emerging in the past decade, but the research results of 
its related false data injection attack are not mature, and the power system is very likely 
to be attacked by network. In this paper, a two-layer programming model is used to study 
the false data injection attack of smart grid. The upper model considers from the point 
of view of the attacker how the attacker can launch attacks to maximize the operation 
cost of the grid. The lower-level model is considered from the perspective of power grid 
maintenance personnel. The goal is how the power grid maintenance personnel set the 
relevant parameters of the power grid to minimize the operation cost of the power grid. 
Considering that the parameters of each system of the grid are not clear to the attacker 
in the actual situation, it cannot be guaranteed that the attack launched can be 100% 
successful. In this paper, a two-layer programming model of smart grid pseudo-data 
injection attack under the condition of attack uncertainty is constructed, and the 
simulation experiment is carried out in combination with IEEE-14 system and MATLAB 
software. 
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1. Introduction 

With the rapid development of science and technology, people's demand for electricity is 
increasing, and electricity consumption in all sectors of society is surging. Traditional power 
grid is facing great pressure, mainly from economic pressure. Frequent large-scale power 
failure accidents will lead to social work operation disorder and cause economic losses. On 
August 14, 2003, a blackout occurred in Manhattan, New York City, Detroit, Cleveland, Boston 
and other big cities in the eastern United States, causing severe economic losses. 

Liu et al. [1] first proposed the smart grid false data injection attack in 2009.The principle of 
traditional FDIA is to take advantage of the limitations of bad data identification methods in 
state estimators to maliciously tamper measurement values of components, so that the control 
center makes an error in judging the current state of the power grid, and then causes the power 
system stability control measures to make wrong actions or no response, thus affecting the safe 
and stable operation of the power system. Wang Qi et al. [2] analyzed and summarized the 
attack process and defense means of false data injection for power CPS. Wang et al. [3] 
summarized the research status and development status of false data injection attack from four 
aspects: attack methods and defense strategies, information integrity of power system, attack 
methods based on traditional false data attack expansion and attack vector optimization 
algorithm. Ansari et al. [4] mainly introduced the impact of false data injection attack on smart 
grid, and analyzed it through modeling software and simulation software. Anwar et al. [5] 
studied the physical characteristics of the power system and obtained the relationship between 
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the stability index of the system and the false data injection attack. The vulnerability level of 
each AMI node is determined according to different degrees of false data injection attacks. In 
order to obtain the interdependence between different nodes, an improved hybrid clustering 
technique based on compression factor particle swarm optimization (CF-PSO) was 
implemented to divide the nodes into the most vulnerable, vulnerable and least vulnerable 
clusters. Extensive experimentation and analysis using two benchmark systems. The results 
show that compared with other nodes, nodes in the most vulnerable cluster are more likely to 
destroy the stability of the system after being attacked Teixeira et al. [6] studied the false data 
injection attack based on AC power system and proposed the false data injection attack model 
when the attacker only knew part of the power system topology. 

The existing researches mainly focus on the detection of false data and how to maximize the 
attack effect, and the detection of false data mainly considers the detection of data under certain 
circumstances. However, before the attack, it is not clear which instruments or remote terminal 
units will be attacked, and it is neither economical nor practical to detect the data of all data 
terminals in real-time. Therefore, it is necessary to consider the problem of false data injection 
attack under uncertain circumstances. In this paper, the factors that influence the success rate 
of injection attack are found out by studying the false data injection attack under uncertain 
circumstances. A smart grid two-layer programming model is established to solve the model. 
Through numerical experiments, the scheme with the highest success rate of injection attack 
and the optimal scheme that can defend against false data injection attack are obtained. 

2. FDIA Model under Uncertain Conditions 

The construction of false data injection attack is mainly based on DC model. In the actual power 
system, it is easy to identify bad data based on AC model, and the success rate is very low. 
reference [7] constructs a local area of the power system from the perspective of an attacker 
and constructs an optimization model of false data injection attack by considering the 
uncertainty of structural parameters and state information in the area. Similar to Previous 
literature , this paper is based on the following assumptions: 

  (1) Attackers master the attack method of false data injection under uncertain circumstances;  

(2) The attacker has the local information of the grid power system; Power system 
measurement tables are widely distributed, part of the measurement tables can be attacked. 

2.1. Attack model 

From the perspective of the attacker, the upper model aims to find out how the attacker can 
launch attacks to maximize the operation cost of the grid, that is, to find the best attack vector, 
maximize the attack effect, and generate more generation costs and load cutting costs for the 
generator. Lower level in the model, considering from the grid maintenance personnel goal is 
maintenance personnel how to set up networks of related parameters such as power 
generation, transmission power, voltage, power, etc., can minimize the operation cost of power 
grid is in the power system load balance and adjustment between the generator power 
generation, power transmission power grid has the highest efficiency. 
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According to objective function (1), the goal of the upper layer problem is to maximize the 
operating cost (that is, to choose the appropriate attack vector to maximize the generation cost 
and load shedding cost).Constraint (2) : In order to prevent abnormalities detected by the 
detection equipment in the power grid, the power grid fluctuation is required to be 0;Constraint 
(3) is the upper and lower bounds of attack vectors; Constraint (4) is the objective function of 
the lower level problem; Constraint (5) is the power balance of the grid (that is, the total power 
of generation is equal to the sum of the attack quantity and the power of cutting 
load);Constraint (6) is the upper and lower bounds of the generator's generation power range; 
Constraint (7) is the range of cutting load. 

The above situation is on the premise of ensuring the success of the attack, but in the actual 
situation, as the parameters of each system of the grid are not clear to the attacker, the attack 
can not be guaranteed to be 100% successful. Therefore, in order to fit the actual situation 
better, this paper conducts deformation treatment on formula (2): 
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In formulas (8),  is the random variable used to describe the success of the attack, ( ),df D 

using 
dD to attacks on terminal d , electricity demand variation: may attack success, variation

dD ;The attack may also fail, the change is 0,   is used to describe this uncertainty. This paper 

deals with it by the method of scenario analysis. Suppose there are three levels of equipment in 
the grid system: the attack success rate of core equipment is 10%; The attack success rate of 
key equipment is 50%; The attack success rate of a typical device is 80%, from which the 
expected value in formula (8) can be obtained. 

2.2. Solution of model 

In view of the complexity of the two-layer optimization model, the solution adopted in this 
paper is to transform it into a relatively simple single-layer nonlinear programming model, 
which is realized by MATLAB programming, and finally solved by fmincon function.  
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3. Numerical Results 

References in this paper [7] used Win7 system, 4GB memory, Intel Core I5 processor, 2.60ghz 
computer as the experimental platform, and MATLAB as the experimental software 
programming. The IEEE 14-bus test system is selected as the test environment, including 5 
generators, 14 users (Bus1~Bus14) and 20 circuits. Its structure is shown in Fig 1:  

 

 
Fig. 1 IEEE-14 model diagram 

 

This experiment, set parameters  = 0.5, CS = 40, plant parameters as shown in Table 1. 

 

Table 1 Power plant parameters table 
Gen.bus 1 2 3 6 8 

minP (MW) 0 0 0 0 0 
maxP (MW) 300 50 30 50 20 

C (￥/MWh) 50 30 40 50 35 
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By calling the nonlinear programming solving function Fmincon in MATLAB, the following 
results can be obtained: 

Table 2 Power generation plan under current attack parameters 

gP  Optimal generation plan 

1P  0.0000 

2P  50.0000 

3P  17.9801 

4P  0.0000 

5P  20.0000 

Table 3. Load shedding under current attack parameters 

dS  load shedding 

1S  0.000 

2S  21.7052 

3S  30.0395 

4S  24.1558 

5S  8.7347 

6S  14.0231 

7S  0.0000 

8S  0.0000 

9S  23.6574 

10S  11.0856 

11S  2.2096 

12S  3.7000 

13S  15.8901 

14S  15.8189 
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Table 4 Attack vectors under the current attack parameters 

dD  Attack vectors 

1D  0.0000 

2D  2.3754 

3D  -1.9470 

4D  -4.5821 

5D  2.0744 

6D  4.1542 

7D  0.0000 

8D  0.0000 

9D  -3.8423 

10D  2.9946 

11D  -0.4467 

12D  0.3665 

13D  4.2734 

14D  2.8072 

 

Finally, the total operation cost under the current attack parameters is 9760, the power 
generation cost is 2.9197e+03, and the load saving cost is -6.8403e+03. 

4. Summary 

In this paper, a two-tier smart grid programming model is constructed. The upper level problem 
aims to maximize the operation cost, while the lower level problem aims to minimize the 
operation cost of the power grid from the perspective of power grid maintenance personnel.  
Then it is converted into a monolayer nonlinear programming model and solved. Programming 
simulation was implemented on MATLAB, generating capacity, cutting load and attacking load 
were set as variables, and the nonlinear programming solving function Fmincon was called to 
solve, and finally the optimal attack scheme was obtained to make the total operating cost, 
power generation cost and load cutting cost under the maximum operating cost of the power 
grid operator. In the future, smart power grid will realize intelligent interconnection, the scale 
of power grid system will be further expanded, and the centralized detection scheme will lead 
to the decrease of detection efficiency. Distributed detection can work together and greatly 
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improve detection efficiency. Therefore, distributed detection is an important direction of 
future research. 
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