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Abstract 

With the development of science and technology, various scientific research results have 
been continuously applied in all aspects of various fields, bringing convenience and 
beauty to our lives, and also promoting the process of human development. In the 
financial field, as a traditional financial institution, banks need to keep up with the pace 
of the times, add science and technology to traditional businesses, and facilitate the 
financing of people's funds. In recent years, under the influence of smart technology, the 
bank's custody business has also ushered in a revolution. Many banks have embarked 
on the path of developing smart custody. Smart custody promotes the operational 
efficiency of banks, reduces business costs, and attracts more customers to participate 
in the custody business. This is an opportunity as well as a challenge. Whether the bank 
can control it, whether it can effectively use the big data platform, and whether it can 
stand out among many banks depends on the need to grasp the core of technological 
innovation and use technology to improve and Upgrade the platform. I believe that with 
the development of technology and effective use of smart custody platforms, banks will 
go further on the road of development. 
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1. Preface 

In March 2020, Ping An Bank launched a new Ping An Bank smart custody system online. In 
September 2019, China Merchants Bank launched online banking custody from version 1.0 to 
2.0 and then upgraded to version 3.0. Immediately afterwards, in October 2019, China Guangfa 
Bank also launched the "Hui Custodian" business. In recent years, keywords such as "big data", 
"smart custody", and "technology" have frequently appeared in the annual reports of major 
banks. It can be seen that the custody systems of major banks are gradually moving from 
function-oriented to data-driven. Smart Custody uses big data technology and intelligent 
machine learning to analyze real-time information of the custody products, and help the bank 
to classify customers and market customers according to the customer's financial conditions. 
The functions of "automation, one-click display, and synchronous upload" brought by the smart 
custody can not only reduce the bank's work, but also help customers easily handle the custody 
business. It can be seen that major banks are following the trend of transforming and upgrading 
their custody business to smart custody, practicing the concepts of technology finance and 
smart banking, and are committed to providing customers with smart and humanized custody 
services [1]. 

2. The concept of smart hosting 

The bank’s smart custody is based on big data custody as a stepping stone, and improves core 
competitiveness through data-driven management and technical support operations. Bank 
smart custody is the management of custody products through data, and scientific and smart 
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management to enhance business competitiveness. Through a customized front desk, a flexible 
and changeable middle desk, and a safe and stable backstage, the front desk customer service 
system, middle desk access and management system, and back-end operation system have been 
comprehensively upgraded and transformed to meet the diverse and personalized customers 
Needs to enhance the core competitiveness of custody [1]. The custody big data platform is a 
self-designed custody platform that banks use distributed computing, real-time processing 
technology, big data analysis and other financial technology to the custody business field. It 
consists of a custody operation analysis decision-making system, a new risk management 
system and a new generation of risk performance The evaluation system and other main 
application systems are composed [2]. 

In the future, smart finance will be an excellent carrier to play the essential role of banks. 
Provide customers with the best services that are intelligent, community-based, and humanized, 
so as to achieve the goal of occupying the strategic market, being close to the public, and shaping 
the bank's brand. The so-called Internet thinking is a platform thinking model that takes 
customers as the center, pursues simplicity and perfection, uses socialized big data as a weapon, 
and crosses national boundaries. Under the influence of this mode of thinking, the "wisdom" of 
bank transformation is different from the past, or unique, or self-built brand, so bank 
transformation needs to be different. Banks need to go out of their own line, which requires 
"wisdom. Keep moving along the direction of wisdom, establish their own unique logo, and 
gradually strengthen and consolidate this logo, in order to gain popularity.   

3. The need for smart hosting 

At present, traditional banks are facing the impact of Internet finance, and the traditional 
business model of high-cost operations is difficult to stick to. The difficulties of banks are as 
follows: 1. Changes in financial consumption habits. The rapid development of Internet finance 
companies such as e-commerce companies and third-party companies such as Alipay has 
severely impacted the traditional business of banks. 2. The financial requirements of customers 
are getting higher and higher, so it is necessary to develop personalized and professional 
services. 3. The bank's interest margin has gradually narrowed. It is difficult to survive by 
relying on interest margin to obtain profits. It is necessary to develop and innovate businesses 
to improve profitability. Obviously, the future bank custody business is inseparable from the 
development of science and technology. The efficient operation and marketing of smart 
custodian banks will become the key to the bank's future development. This shows the 
necessity for banks to develop smart custody. First of all, smart banking can make the 
management of the bank more intelligent, and orderly management is the prerequisite for the 
steady progress of the bank. Second, Mind Bank can speed up the resolution of existing 
problems such as insufficient innovation capabilities and insufficient risk management 
capabilities. Third, big data can satisfy banks' huge information systems, and it is necessary for 
banks to build a reasonable, orderly, and scalable banking system. Fourth, with the maturity 
and development of science and technology, the emergence of smart banks has been further 
promoted. In the future, banks need automated models such as big data and smart machines to 
further gain revenue [3]. 

4. Characteristics of contemporary banks under smart custody 

4.1. Distributed computing: high-efficiency and low-cost business processing 

Under the influence of big data, the bank introduced intelligent accounting functions, which 
allows managers to complete accounting operations with one click, replacing the traditional 
management model of independent accounting by the custodian and alleviating the work 
intensity of the custodian. In the past, the custodian had a lot of work when accounting at the 
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beginning of the month or the end of the quarter, and accounting errors were unavoidable. 
However, the use of intelligent accounting functions significantly improved the accuracy of 
accounting. At the same time, smart custody greatly improves the efficiency of order entry and 
clearing, and can realize multiple intelligent functions of order entry and clearing efficiency.  

4.2. Real-time processing technology: online and offline integration, timely 
feedback on performance 

The bank connects the managed work report with big data, merges the online and offline 
reports, and has real-time processing technology. Real-time processing technology can modify 
the data part in a short time. Customers can watch real-time performance data at any time, 
which is convenient for customers to quickly obtain information, and can directly make 
investment decisions through various data forms in the smart hosting platform. Now China 
Merchants Bank has also launched handheld hosting, which complies with the mobile office 
needs of customers, allowing customers to inquire about customized hosting, view hosting 
performance evaluation, contact the custodian, and more [4]. 

4.3. Big data analysis technology: reduce risk 

Through the use of smart custody, the risk of banks handling custody business has been 
controlled to a certain extent. Based on the analysis and modeling of massive data, the bank can 
analyze the degree of credit risk from the back-end data. Banks use big data analysis technology 
and, based on big data analysis reports, obtain product returns and risk trends, and recommend 
safer financial technology products to customers. Compared with the traditional management 
mode of manual recording, the management mode of entering the big data system is more 
unified and formal. The former handwritten signature is transformed into a reliable electronic 
signature, and the electronic contract is permanently stored for viewing at any time and so on. 
The big data intelligent system can prevent man-made data confusion, data omissions and more 
records, effectively reduce risks, and cover risk prevention and control to every process of the 
business.  

4.4. Understanding customer needs from multiple angles and channels 

In the context of the continuous innovation of smart custody, the big data system and the credit 
investigation system have been further integrated, which has promoted banks' understanding 
of financial consumers and promoted the development of the banking industry. In addition to 
understanding the customer's investment preferences and other information through offline 
business, you can also understand customer information through the online hosting big data 
platform. Analyze consumers’ living habits, salaries, hobbies, financial expenditures, etc. more 
systematically, and banks can provide better consumer products for each investor based on 
their information. Banks can further analyze consumers' income and spending power to 
develop more "fitting" financial products. The smart custody system has promoted the 
development of the bank's sales business to a certain extent. 

5. Development and upgrade of bank smart custody system 

5.1. Smart hosting system enhances core competitiveness 

Using technology to create new business models, major banks have invested heavily in 
improving their business through technology, striving to enhance their own core 
competitiveness in science and technology. Only to keep up with the progress of the times, 
continuously improve the bank's scientific and technological capabilities, and apply these core 
technologies to its core business, thereby forming its own core market competitiveness. If a 
bank is more efficient than other banks, and its business processing time is fast and orderly, 
people will inevitably be more inclined to the bank. Therefore, in the future, if banks want to 
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gain a foothold, they must develop in science and technology, keep up with the progress of the 
times, and form their own core competitiveness. When developing technology, it is necessary 
to understand its own technical requirements, deeply analyze and integrate the bank’s existing 
systems, propose and clarify areas that need to be improved and developed, invest in targeted 
science and technology, and increase the development of core technologies [5]. 

5.2. Financial custody services are upgraded with "smart" and "quality" 

In recent years, major banks have introduced new ideas in the field of smart custody. But to 
make smart hosting bigger and better, to achieve a better height, we must do a good job in 
service quality. How to handle batch business efficiently, how to protect customer information 
security when realizing data sharing, and how to make the platform more humane? For the 
above questions, I will make some suggestions. First of all, to improve the efficiency of batch 
processing services requires a higher operating system and a higher level of technology. 
Therefore, the future development strategy will inevitably continue to increase investment in 
science and technology, and continue to upgrade and optimize. Second, a more rigorous 
intelligent custody system, fully developed security technology to protect customer 
information. In terms of information collection and use, banks should have rules and 
regulations governing employees to ensure the safety of customers' personal information. If the 
bank leaks the customer's personal information, it will cause a huge loss of reputation to the 
bank, so it is very necessary to protect the collected information. Third, banks should increase 
their stickiness with users, and consider cooperating with some creative financial technology 
companies. Fintech companies can provide banks with e-commerce service support. Build a 
humane online platform so that users really like to use the banking platform [6]. 

5.3. Risk control 

While big data improves efficiency, security challenges come with it. This is a problem that we 
must crack. For the development of big data, data security management should be carried out. 
First, manage data security. For solving data leakage problems, data tampering and other risk 
problems, all-round monitoring of data should be carried out during the operation of big data, 
and monitoring and protection should be carried out at any time. Second, manage sensitive data. 
Some sensitive data is classified and stored, and the data is identified under classification. 
Finally, the dynamics of sensitive data are displayed in the security management and control 
system, and the security trend of the data is effectively observed. Furthermore, protect the data. 
Establish a security defense system with layers of protection to establish a credible big data 
processing environment. Improve the immunity of big data systems. Finally, assess data 
security. A data security team needs to be established to monitor and evaluate the quality and 
security of data. Optimize the information security system by tracking the credibility and 
privacy protection of big data in real time. For example, the use of advanced management 
methods (such as COSO, CBST, etc.) to design risk processes and control procedures to ensure 
that the front, middle, and back offices are within the scope of risk management and control [3]. 
The development of these risks affects the future development of banks. To a certain extent, 
banks can grasp the degree of big data risks and reduce the possibility of risks [7,8]. 

6. Conclusion 

With the continuous innovation of science and technology and technological products, we can 
see the efficiency and convenience that technology brings to banks. In the field of bank custody, 
from the traditional bank custody business to the current smart custody, full-featured online 
custody is fully developed. Big data and hosting are fully integrated and develop together. The 
innovation of smart custody has led to the development of custody business. From PC hosting 
to palm hosting, APP has become the main place for banks to interact with customers. In the 
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future, we will continue to use technology to empower and innovate the development path of 
the hosting business, and think about how to make the smart hosting platform better and 
smarter. Technological innovation adds color to the custody business, so banks must increase 
investment in science and technology to keep up with the progress of the times. It is also 
necessary to use the advancement of smart custody as a step to drive the development of other 
business modules of the bank. Due to the increasingly vigorous development of smart custody 
in banks, we should also consider how to make the information on the smart custody platform 
more secure. Smart custody also requires a more complete regulatory system, building a new 
smart custody system, guiding the further stable and healthy development of bank custody 
business, and realizing fair and just competition in the market. 
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