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Abstract 

With the development of cross-border e-commerce, traditional foreign trade payment 
methods have been unable to meet the needs of buyers and sellers, and third-party cross-
border payment has gradually been recognized by buyers and sellers because of its 
convenient and fast payment. This article studies PayPal, which has the highest 
utilization rate among third-party cross-border payment channels, analyze the 
countermeasures for the problems in the PayPal platform and summarized industries 
such as improving the payment methods of overseas banks and credit card institutions, 
hoping to provide reference value for domestic small and medium export cross-border 
e-commerce enterprises. 
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1. Development status of third-party cross-border payment platform 
PayPal 

1.1. The development of third-party payment 

At the end of the 20th century, many third-party payment companies emerged in the United 
States. Among them, PayPal is the most prominent. Its development process basically 
represents the development of the third-party payment market in North America. In 2002, the 
world's largest online auction site eBay acquired PayPal for US$1.5 billion, marking the 
integration of the third-party payment industry and the e-commerce industry [1].  

Since the end of 2019, the new crown epidemic has invaded and people's daily shopping 
activities have been interrupted. They can only choose the Internet to meet daily activities such 
as "eating and clothing". The e-commerce market has developed opportunities and is out of 
control. At the same time, domestic third-party payment providers such as Alipay and WeChat 
Pay are familiar to people. 

With the development of cross-border e-commerce, how to choose to use cross-border 
payment channels has become a practical problem for cross-border e-commerce companies. At 
present, third-party cross-border payment has become the most accepted payment method by 
overseas customers due to the convenience of payment. 

1.2. The status of the third-party cross-border payment channel PayPal 

PayPal is the world's first Internet payment company and the most widely used third-party 
cross-border payment company in the world. PayPal's ability to become the most accepted 
payment channel for overseas customers is closely related to the services it provides. 

First of all, PayPal can implement payment and collection functions between buyers and sellers 
in different countries. Secondly, it can provide a quick and easy way to collect payments for 
independent cross-border e-commerce websites and cross-border e-commerce platforms, and 
optimize the payment methods between buyers and sellers. Furthermore, PayPal can provide 
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currency exchange and cash withdrawal functions for cross-border transactions. Finally, PayPal 
can provide reasonable solutions for trade disputes. 

The reason why PayPal can effectively resolve cross-border e-commerce trade disputes is 
based on its own series of policies for cross-border e-commerce, which can be mainly divided 
into seller protection policies and buyer protection policies. The so-called "first-rate companies 
make standards, second-rate companies make brands, and third-rate companies make 
products", PayPal can become a first-class company because it has formulated standards that 
can be recognized by the cross-border e-commerce industry, and their standards are based on 
its formulation A series of policies. 

2. Problems with PayPal's cross-border payment platform 

2.1. Fraudulent transactions 

Fraudulent transactions occur due to the differences in the banking systems between China and 
the United States. In China, the phenomenon of bank card fraud is very rare, because the 
password authorization system is implemented in China. When using bank cards or credit cards 
for consumption, By entering the password, the consumer authorizes the bank to spend the 
payment. If a consumer accidentally loses his credit card, he won’t be anxious, because the 
person who picked up the card does not know the password of the credit card he picked up, 
and thus cannot make purchases. However, the United States and Europe follow the principle 
of convenient transactions, most of the credit cards they open do not have a password, and only 
need to swipe the card to make purchases. Therefore, cases of credit card fraud are not 
uncommon. For this reason, the bank that opened the credit card will also issue relevant 
policies to deal with the situation that the credit card or the bank card is stolen, that is, the 
chargeback [2].  

Chargebacks can be roughly divided into bank chargebacks and credit card chargebacks. The 
principle of distinction is whether the card issuer is a bank or a credit card institution. If it is 
the former, it is called a bank chargeback. Therefore, if the cardholder’s bank card is stolen, the 
cardholder also needs to contact the bank to deal with it; on the contrary, if the latter is called 
a credit card chargeback, then if the cardholder’s credit card is stolen, the cardholder needs to 
contact the credit card institution to deal with it. If a bank card or credit card is stolen, the 
cardholder reports it to the corresponding institution, such as a bank, and the bank has the right 
to immediately freeze the money and then conduct a forensic investigation. 

From the perspective of cross-border e-commerce, forensic investigation is a third-party 
intervention process, namely the buyer, the seller, and the card issuer. The buyer needs to 
protect his rights and needs to prove that his card is stolen, so he intervenes; because the 
transaction has already happened that if the seller fails to receive the payment, it means that 
the goods are empty. Therefore, the seller also needs to intervene to protect their rights; and 
the bank's intervention is to play the role of a referee to decide who wins and who loses. 

The vast majority of fraudulent transactions are caused by the existence of a chargeback 
mechanism. Because banks in Europe and the United States protect the interests of consumers 
very much when a cardholder raises a chargeback against a certain transaction, the card issuer 
will immediately freeze the funds with the third-party trading platform, and then the buyer and 
the seller began to go through the judicial process. Some buyers and criminals with ulterior 
motives will use this mechanism to achieve the purpose of profit. If sellers cannot provide 
relevant evidence to protect their rights, they will face the risk of loss of property. 

2.2. Disputes over return and exchange 

In the PayPal service policy, return and exchange disputes fall within the scope of the buyer's 
protection policy, not the seller's protection policy, which means that sellers are often more 
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passive when dealing with return and exchange disputes. In addition to policy aspects, one of 
the reasons that complicate returns and exchange disputes is one of the cores of cross-border 
e-commerce development mentioned above, cross-border logistics. 

For example, in China, because of the seven-day no-reason return policy, if the buyer wants to 
return or exchange the goods, no matter what the idea is, they only need to send the goods back 
to the buyer, and the logistics costs must often be acceptable. There is freight insurance, and in 
most cases, it does not cost the buyer a penny or can offset most of the logistics costs. But for 
cross-border e-commerce, if foreign customers want to return and exchange goods, who will 
bear the logistics costs? The cost of international logistics is often high. US$20-30 is a common 
price. Are buyers willing to accept this price? In addition, if the goods are damaged in the course 
of logistics transportation, is the seller willing to accept it? It is precisely because of this series 
of problems that trade disputes arise. However, there is currently no set of international cross-
border logistics laws, which has caused these trade disputes to be unable to be effectively 
resolved, despite the fact that third-party cross-border logistics Payment platforms are making 
efforts to solve these problems, but at present, they are far from achieving the desired results. 

2.3. Exchange loss risk 

Once e-commerce "cross-border", it will inevitably involve foreign exchange and exchange rate 
risks. According to Dong Xiangwen's research and analysis, currently only about 10%-20% of 
cross-border e-commerce companies realize and start to establish their own foreign exchange 
management system. Exchange rate changes will affect commodity prices. If cross-border e-
commerce companies do not avoid exchange rate risk, they are likely to face the dual pressure 
of price exquisiteness and exchange rate fluctuations in the future. 

Assuming that a cross-border e-commerce customer has a transaction volume of 200 million 
yuan a year, if the exchange rate fluctuates at 8%, it will cause a high exchange rate risk of 1.6 
million yuan. It can be seen that the impact of exchange rate fluctuations on small and medium-
sized cross-border e-commerce companies is huge. Therefore, cross-border e-commerce 
companies should pay sufficient attention to exchange rate risk control. 

2.4. The fees of third-party cross-border payment platforms are too high 

Sellers who have used PayPal for cross-border settlement usually complain that the collection 
rate is too high. This is also a common problem of third-party cross-border payment platforms 
because, for small and medium-sized export cross-border e-commerce companies, they can 
choose There are not many payment methods, or it can be understood that for the current small 
and medium-sized export cross-border e-commerce companies, the choice of payment method 
depends on foreign buyers. Similarly, for foreign export cross-border e-commerce companies, 
the payment method depends on Our domestic buyers. Through long-term development and 
accumulation of the number of users, PayPal has become a global third-party cross-border 
payment industry, including handling disputes in cross-border e-commerce, providing buyers 
with a variety of payment methods, and providing sellers with diversified value-added services. 
Overlord, PayPal has become an inevitable barrier for domestic cross-border e-commerce 
companies to enter the foreign cross-border e-commerce market. 

 

Table 1. PayPal Collection Fee Rate 
 Monthly sales (USD) Fee Rate (USD) 

Standard Fee Rate 3000 and below 4.4%+0.30 
 3000-10000 3.9%+0.30 

Favored Fee Rate 10000-100000 3.7%+0.30 
 More than 100000 3.4%+0.30 
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3. Analysis of countermeasures for PayPal's cross-border payment 
platform problems 

3.1. Fraudulent transactions 

For small and medium export cross-border e-commerce companies who want to deal with 
fraudulent transactions, this article believes that prevention is better than cure. Because the 
timeliness of handling cross-border e-commerce issues is much longer than that of cross-
border logistics, and the roles involved are many, there will be more uncertain factors, and the 
seller’s ability to control the problem and deal with the problem will be affected. Lower, the risk 
will be higher. 

From the perspective of prevention, this article believes that it is necessary to start with two 
aspects of order information review and seller protection policy. Order information review can 
help small and medium-sized sellers eliminate suspicious orders and reduce the risk of 
fraudulent transactions. At the same time, this will undoubtedly increase work. However, this 
is a very helpful way to prevent fraudulent transactions; the other is to start with the seller’s 
protection policy, as explained above, for credit cards initiated on the grounds of "goods not 
received" or "unauthorized transactions" Chargebacks and bank chargebacks are protected by 
PayPal, but sellers are also required to provide relevant information to prove that they have 
made no mistakes in the transaction process [3].  

3.1.1. Review order information 

Fraudulent transactions are not traceless. Export cross-border e-commerce companies can use 
the customer’s order information to determine whether the customer’s transaction order is 
suspicious, such as the shipping address or order content. This is very useful for preventing 
fraudulent transactions. helpful. 

Therefore, this article believes that verifying order information before shipment is a very 
effective measure to reduce fraudulent transactions. For example, verifying the delivery 
address of the order. If it is a false address such as the place of residence of the money mule that 
cannot be traced, then the seller needs to If the order is shelved, try to contact the customer and 
check the delivery address of the order; in addition, verify the phone number information of 
the order, if the phone number on the PayPal account information is inconsistent with the 
phone number of the receiving contact, it is also not in compliance with the seller's protection 
policy. 

3.1.2. Utilize seller protection policy 

According to experience, if a buyer initiates a chargeback to a credit card institution or bank, 
and the buyer initiates a complaint against the transaction for the chargeback, the credit card 
institution or bank has very strict evidence requirements for the application, and the merchant 
often cannot win the case. Because the former has the power to make judgments. 

However, PayPal provides a complete protection system for merchants. In the face of buyer 
refunds, as long as the seller can provide the evidence required by PayPal, such as proof of 
proper investment and receipt, even if the seller is defeated by the credit card institution or 
bank PayPal will compensate the sellers for their losses, which will undoubtedly increase the 
seller’s confidence in using the PayPal platform for cross-border e-commerce activities. 

3.2. Disputes over return and exchange 

On the PayPal platform, trade disputes can be roughly divided into the above three categories: 
unreceived items, unauthorized transactions, and significant inconsistencies between products 
and descriptions. The first two are within the scope of PayPal's seller protection policy. As long 
as the seller follows the process to make every transaction in accordance with the seller 
protection policy, even if the buyer raises a dispute, PayPal will eventually judge the seller or 
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compensate the seller. However, “significant inconsistency between the product and the 
description” does not fall within the scope of the seller's protection policy. Therefore, when a 
buyer initiates a dispute, the seller is often in a passive situation. 

3.3. Exchange loss risk 

The risk of cross-border e-commerce exchange loss is mainly concentrated in the payment and 
settlement and logistics distribution links. In the payment and settlement link, the funds that 
the seller pays to the buyer through a third party will inevitably involve the problem of the time 
difference, so the payment funds generally form precipitation funds, The exchange rate changes 
that may occur during this time difference will bring exchange loss risks to enterprises; in the 
logistics and distribution link, China’s international logistics and distribution generally have a 
time limit of 15 days to 2 months, and the slow and long logistics time limit will also affect cross-
border electricity. Merchants bring exchange loss risks. Therefore, in order to effectively avoid 
exchange rate risks, cross-border e-commerce companies must consider the cycle of 
receivables, payables, and foreign exchange risks. This article suggests that companies can 
consider measures such as hedging, using RMB as a transaction currency, and establishing 
overseas warehouses to prevent exchange rate risks. 

3.4. The fees of third-party cross-border payment platforms are too high 

The root cause of the excessively high fees of third-party cross-border payment platforms is 
that small and medium-sized cross-border e-commerce companies need to use this platform to 
help them conduct cross-border e-commerce transactions, because small and medium-sized 
cross-border e-commerce companies do not use third-party cross-border payment platforms. 
The transaction risk is higher than the benefits of not using the platform. Therefore, in order to 
reduce the risk of cross-border e-commerce transactions, the company has chosen a third-party 
cross-border payment platform and accepted the service assistance provided by it. It also 
accepted the expenses incurred by it by default.  

When an old customer makes a repurchase, the transaction risk is often relatively small, and 
the trust between the two parties is high. If the customer service recommends the old customer 
to use other cross-border payment channels to conduct the transaction and explain the reason 
in time, the customer generally accepts it. Other cross-border payment channels include bank 
wire transfers, remittance companies, etc. If the amount of the customer's order is relatively 
large, and it is convenient to go to a bank branch, you can recommend him to use bank wire 
transfer; if the amount of the order is relatively small, you can choose to use Western Union 
(Western Union) or Money Gram (Money Gram) and other remittance companies for 
remittance. [4] 

The characteristics of these two payment methods are that the handling fee ratio is very low, 
even without handling fees, and the payment time is very fast, which is very beneficial to the 
seller. But for customers, these two payment methods are relatively risky, so customer service 
needs to guide customers and even give certain discounts to facilitate transactions and achieve 
mutually beneficial effects. 

4. The enlightenment of PayPal issues to the cross-border e-commerce 
industry 

4.1. Improve payment methods of overseas banks and credit card institutions 

For the cross-border e-commerce industry to fully develop, fraudulent transactions, which 
affect the normal operation of the market, must be curbed, otherwise the phenomenon of “bad 
money driving out good money” will occur, endangering the establishment based on mutual 
trust E-commerce market. In fact, the way to solve this problem is also obvious. This article 
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believes that European and American banks learn the password system of Bank of China and 
credit cards. When consumers enter the password, they prove that the payment behavior meets 
the established authorization conditions. In the event of unauthorized transactions, consumers 
should Take responsibility for the transaction. In this way, it can effectively prevent criminals 
from taking advantage of system loopholes to damage the interests of cardholders and 
merchants, and can regulate a small number of buyers' crooked brains for not wanting to bear 
transaction responsibilities, which can be described as killing two birds with one stone 

4.2. Pay attention to the limit on PayPal order amount 

Small and medium-sized export cross-border e-commerce companies should pay attention to 
the limitation of the amount when using PayPal. It is recommended to choose 1,000 US dollars 
as the standard. For orders greater than 1,000 US dollars, customers can be guided to choose 
payment channels with lower payment risks, such as remittance companies, especially Old 
customers who repeat purchases at the time. The first is because the time limit for handling 
disputes is too long, usually 1-2 months. For small and medium-sized enterprises, large 
amounts of funds are frozen, which may affect the flow of capital chains. The second is the high 
handling fee. Sellers need to pay a certain handling fee to collect payments, and cash 
withdrawals also need to pay handling fees. If the payment amount is large, the rate loss will be 
more serious. 

4.3. Train professionals to handle payment disputes 

Many small and medium-sized export cross-border e-commerce companies have not arranged 
special personnel to deal with disputes between the company and customers due to operating 
costs. Generally, there are only salespersons or website operation specialists, but disputes with 
customers are time-sensitive. If you do not respond within the specified time, you will lose the 
case and cause losses. Therefore, it is recommended that small and medium-sized cross-border 
e-commerce companies can conduct dispute resolution training for corporate personnel or 
recruit specialists, and actively respond to PayPal dispute resolution, because in addition to 
PayPal disputes, other cross-border payment channels can also be managed and followed up.  

4.4. Strengthen the linkage between cross-border e-commerce companies and 
suppliers 

The timeliness of cross-border logistics is also the core issue of cross-border e-commerce. Many 
small and medium-sized export cross-border e-commerce companies do not have their own 
factories, but operate as agents. Therefore, the quality of goods and delivery time are often 
restricted by suppliers. So it often increases the probability of disputes caused by customers 
receiving defective products or too slow delivery. Therefore, it is recommended that small and 
medium export cross-border e-commerce companies increase the linkage with suppliers, 
improve quality inspection and delivery efficiency, or choose more suitable suppliers. 
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