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Abstract 

In recent years, the application of blockchain has extended to many fields, such as digital 
finance, Internet of things, intelligent manufacturing, supply chain management, digital 
asset trading and so on, which has been highly concerned by the industry, government 
departments and academia. It is undeniable that blockchain technology is considered 
capable of triggering a new round of technological innovation and industrial change, 
which will bring new opportunities for the development of new generation information 
technology such as cloud computing, big data and mobile Internet. Based on this, this 
paper comprehensively expounds the blockchain technology from three aspects of 
concept, characteristics and application, in order to provide useful reference for related 
research. 
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1. Introduction 

At present, as a popular technology, blockchain is becoming the forefront of global technology 
applications. The application of blockchain technology has extended to many fields in all walks 
of life. It is expected to become the "source" of global technological innovation and mode 
innovation, and promote the change from "information internet" to "value Internet". Major 
countries in the world are accelerating the development of blockchain technology. 

On October 24, 2019, the Political Bureau of the CPC Central Committee conducted the 18th 
collective study on the current situation and trend of blockchain technology development. The 
general secretary pointed out that the integrated application of blockchain technology plays an 
important role in the new technological innovation and industrial change. It is necessary to take 
blockchain as an important breakthrough for independent innovation of core technology and 
accelerate the development of blockchain technology and industrial innovation. At present, the 
number of patent applications for China's blockchain has ranked first in the world. With the rise 
of blockchain to the national strategic level, blockchain will usher in a broader development 
prospect. 

2. The Connotation of Blockchain 

Blockchain, derived from the distributed technology of bitcoin, is an open account book system 
based on bitcoin protocol and participated by different nodes. It is a new application mode of 
computer technology such as massive data storage, decentralized terminal transmission and 
encryption cryptography (Decker, Wattenhofert & Ieee, 2013). In the White Paper on The 
Development of Blockchain Technology and Applications in China published by the Ministry of 
Industry and Information Technology of China in 2016, blockchain is defined as a new 
application mode of computer technologies such as distributed data storage, point-to-point 
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transmission, consensus mechanism and encryption algorithm (Zhou Ping, Du Yu, & Li Bin, 
2016). Some scholars also believe that blockchain is a database that allows users to trade 
valuable assets openly and anonymously without relying on intermediaries and central 
institutions, and supports sharing among users (Glaser, 2017; Risius & Spohrer, 2017). A 
blockchain can be considered a distributed database that is organised as a list of ordered blocks, 
where the committed blocks are immutable (Casino, Dasaklis, & Patsakis, 2019). In short, in a 
narrow sense, blockchain is a kind of chained data structure that combines data blocks 
sequentially in a chronological order, and a distributed ledger guaranteed by cryptography that 
cannot be tampered with or forged. Broadly, block chain technology is the use of block chain to 
verify the data structure and data storage and use of distributed node consensus algorithm to 
generate and update the data, the use of cryptography way to ensure the security of data 
transmission and access, the use of automated script code intelligent contracts to programming 
and operating data of a new kind of distributed infrastructure and computing paradigm (Zhou 
et al., 2016).  

At the technical level, blockchain refers to the distributed data infrastructure or the method of 
recording data using cryptanalysis hash function. It can also be regarded as another application 
layer based on internet protocol, which can realize economic transactions between related 
parties (Wang, Han, & Beynon-Davies, 2019). Blockchain technology is a technology solution 
based on peer-to-peer infrastructure, which provides business logic based on a network 
distributed database connected through intelligent contracts. Distributed ledger technology 
disrupts the ownership model through its inherent characteristics (Sharma & Kumar, 2020). 
Swan (2015) has divided the application of blockchain technology into three stages: codeable 
currency, programmable finance and coding society. The application of blockchain has 
gradually expanded from the Initial Coin Offering (ICO) to other distributed data recording 
scenarios, such as payment clearing, securities trading, Cybersecurity, Internet of things, digital 
currency, intelligent conract, etc., have also been gradually extended to financial services, 
medical health, supply chain management, intelligent manufacturing, digital asset trading and 
other fields. 

3. Characteristics and Applications 

3.1. Decentralization 

P2P network technology is one of the core technologies of blockchain technology architecture, 
and it is an important technical support to realize the decentralization of blockchain technology. 
P2P network technology is the networking technology of block chain system to connect peer 
nodes. In the P2P network, all nodes have equal status and equal effectiveness (Zhou et al., 
2016). The resources and services in the network are distributed on all nodes, all users directly 
carry out information transmission and service realization between nodes. The rights of all 
users in the blockchain are equal, and their information is shared by all members of the whole 
system (Swan, 2015). The users of a blockchain system can interact without the need for a 
central authority that resolves conflicting views of the correct order of transactions 
(Hawlitschek, Notheisen,&Teubner, 2018). Therefore, avoid possible bottlenecks and reduce 
the cost of information delivery. Blockchain is a continuously growing chain of blocks each 
having a set of transactions that occur between participating peers (Gong et al., 2020). It can 
support real-time updating of the shared data infrastructure, using computer algorithms to 
process and settle transactions in minutes without third-party validation (Wang et al., 2019). 
Transactions can be programmed to be automatically triggered between nodes via the use of 
secure algorithms without any control from a central node.  

In summary, decentralized systems are considered as the most outstanding value of blockchain. 
Decentralization is an important property of blockchain technology and is a check on any 
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adulteration of information, thus increasing information validity (Saberi, Kouhizadeh, Sarkis, 
&Shen, 2018), also reduces the risk of a single point of failure. 

3.2. Trust 

Asymmetric encryption algorithm refers to the use of public and private keys to encrypt and 
decrypt data storage and transmission, public key for sender encryption, private key for 
receiver decryption. Blockchain builds trust between nodes through asymmetric encryption of 
public and private key pairs (Zhou et al., 2016). The traditional transaction mode is generally 
composed of buyers, intermediaries and sellers. The absence of intermediaries will lead to a 
lack of trust between the two sides, and the transaction cannot be completed. However, in the 
blockchain, due to the adoption of consensus based specifications and protocols, all nodes in 
the system can freely and safely exchange data in a de-trusted environment. This can effectively 
solve the problems caused by the absence of intermediaries in the traditional transaction mode 
mentioned above. The data in the transaction of blockchain system has high security, and the 
buyer and the seller do not need to establish trust relationship, which can save a lot of 
transaction time and cost. Furthermore, in the blockchain system, besides the encryption of the 
private information of the trading parties, the data is open and transparent to all nodes in the 
whole network. Anyone or participating nodes can query the blockchain data records or 
develop related applications through the exposed interface. This is another foundation for the 
blockchain system to be trusted.   

Blockchain system successfully transformed transforms "trusted people" into "trusted 
machines". About Application, Hunhevicz et al (2020) Proposed that the combination of 
blockchain and other forms of distributed ledger technology can provide an opportunity to 
integrate digital information, management, and contracts, increase trust and collaboration 
within the construction industry, and make it possible to optimize and automate transaction 
business processes by using smart contracts. The distributed trust mechanism provided by 
blockchain can also help enterprises delete trusted third parties to promote transactions, 
reduce transaction costs and reduce time. De-trust is also applied to public welfare services. 
Such as, ANT FINANCIAL SERVICES GROUP uses blockchain to solve the problem of lack of trust 
in the financial inclusion scene represented by public welfare. 

3.3. Immutability 

Compared with the traditional database, the storage mode of blockchain provides support for 
the consistency and integrity verification of transaction data. First of all, each node that stores 
complete data records all transaction data from Genesis block to current block. Hash list can 
ensure that the data in each node is consistent, and any change in blockchain system will be 
found by password verification. Secondly, the Merkel tree ensures that the transaction records 
will not be tampered with maliciously. Finally, once the information in the blockchain system 
is verified and added to the blockchain, it will be stored permanently, and the modification of 
the database by a single node is invalid. Only when a node masters more than 51% of the nodes 
in the system and can freely manipulate them, the modification can be effective. However, 
considering the cost and other investment required to construct the blockchain system, it is 
almost impossible to achieve this. Therefore, the data in the blockchain system is very difficult 
to tamper with and is safe and effective. 

Scholars' research also supports the usefulness of this feature of blockchain system. For 
example, Zhang et al. (2020) believe that the special block structure of blockchain ensures the 
tamper resistance, unforgeability and traceability of transaction data. Chen (2018) believes that 
it is impossible to change any information unit on the blockchain. Blockchain, the technical 
advantage that cannot be tampered with, is also the core of establishing the trust relationship 
of value Internet. Blockchain technology, through a variety of technical means such as point-to-
point distributed accounting method, asymmetric encryption technology, multi node consensus 
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mechanism and intelligent contract, has the characteristics of distribution, value 
transmissibility and non-tampering, and can establish a strong trust relationship and value 
transmission network. Based on this feature, blockchain technology can effectively inhibit the 
growth of trust cost between users, users and enterprises, and reduce the occurrence of trust 
crisis. This feature is applied to people's life scenes, in terms of copyright protection, 
Singapore's universities use blockchain technology to grant students tamper proof digital 
diplomas. When applying for a job or continuing to study, students send digital diplomas to 
employers or schools, and the relevant parties verify the diplomas according to the copies 
stored on the blockchain, without contacting the certification authority. This will make the job 
application and recruitment process more smooth for applicants, employers and certification 
authorities. In the financial field, Chang et al. (2020) think that the multi-center blockchain, 
public autonomy and tamper proof features fundamentally solve the business model of 
centralized banking system, which will improve its service efficiency and user experience, and 
provide banks with the opportunity to transform from traditional financial business to Internet 
financial business. 

3.4. Security 

In essence, blockchain is a distributed database which cannot be tampered with. It can achieve 
all aspects of security through cryptography and other technologies (Seol et al.,2020). Chang et 
al. (2020) think that blockchain supports transactions through two steps. First, blockchain uses 
encryption to generate digital security code, and then users verify transactions without private 
information. When the untrusted third party participates in the service operation, the 
blockchain can effectively prevent any possible data operation through the negotiation process 
between the transaction parties. In addition, transactions in the blockchain system are carried 
out using the generated address rather than the real identity, and the possibility of security risk 
is huge only when the miner controls more than 51% of the computing power to modify the 
transaction data, so the blockchain is considered to be secure.(Upadhyay,2020). Yang et al. 
(2020) shared the same view that blockchain has high data stability and security. 

The consensus mechanism is another important guarantee for the security of the blockchain. It 
is a mathematical algorithm that realizes the establishment of trust between different nodes 
and the acquisition of rights and interests in the blockchain system. Bhushan et al. (2020) 
believe that the consensus mechanism can be used to check the validity of blocks and 
transactions between different untrusted users. Under the effect of the consensus mechanism, 
on the one hand, only when multiple key nodes of the entire network determine that the written 
data is correct at the same time, the authenticity of the data can be recognized by the entire 
network, and the recorded data can be allowed to be written into the block. This also ensures 
the safety of the written data. On the other hand, the block chain controls the reading of 
information to a certain extent through encryption, which ensures the security of the read data. 

Scholars affirmed the security of blockchain. For example, Wang et al. (2020) proposed a 
reputation-based consensus protocol for blockchain-enabled IoT systems based on the 
characteristics of traditional public chains. Their experimental results show that the 
reputation-based consensus protocol has more advantages in security and can improve the 
system's ability to resist attacks. Zyskind et al. (2015) proposed that the use of blockchain can 
improve the protection of data privacy issues, such as data ownership, data transparency, 
auditability, and fine-grained access control. Yang et al. (2020) believe that blockchain 
technology can solve many inherent shortcomings of big data. The introduction of digital 
identity and data space on the basis of blockchain can improve the security of traditional 
databases. 
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3.5. Privacy and Anonymity 

Nowadays, the public's demand for private space and privacy protection is more and more 
exuberant, and the anonymity feature of the blockchain can effectively meet this demand of the 
public. Anonymity means that the exchanges between nodes follow a fixed algorithm, and the 
data interaction does not need to be trusted. The counterparty does not need to make the 
counterparty trust itself by disclosing its identity, which is conducive to the accumulation of 
credit.Since the blockchain relies on the P2P network as a network for interaction between 
users, transaction records are monitored by the entire system, and the transaction security 
level is high. There are only data providers and applicants in the blockchain, and all members 
do not need to know each other’s identities and credit. This is undoubtedly a good thing for 
those who do not want to expose private information to the public. 

Previous studies have also demonstrated the usefulness of this feature. Blockchain system can 
realize data transaction under the premise of protecting personal privacy (Yang, Wen, Jiang, & 
Wang, 2020). Xia et al. (2017) proposed a data sharing framework based on the blockchain. The 
framework mainly uses the immutability and built-in autonomy of the blockchain to deal with 
access control challenges related to sensitive data stored in the cloud. It allows Sharing data in 
a secure way can be used for medical protection of data privacy. 

3.6. Traceability and Openness 

Blockchain data traceability is achieved through time stamp technology. The principle is that 
the time stamp technology gives transaction data a time dimension, which is used to record the 
sequence of transactions and store them in the system. System members can query and trace 
according to the time node. It is undeniable that data traceability will greatly improve the 
efficiency and quality of supervision and tracking. In addition to encrypted private information, 
all members can query transaction information based on the timestamp node of the 
information, which is also a manifestation of the openness of the blockchain system.Relying on 
the immutability of the blockchain, the system can effectively record the transaction between 
two entities and allow public verification, which makes the blockchain especially useful in 
situations where an unmodifiable and verifiable audit trail needs to be maintained ( Tapas et 
al., 2020). 

Based on this feature, the application of blockchain technology to supply chain management 
can realize the tracking of raw materials moving in the supply chain and the registration of 
updates, patches and parts replacements applied to any product or equipment during the entire 
life cycle of the product or equipment (Kshetri, 2017). In this way, the security of the supply 
chain is guaranteed. Relying on blockchain technology can also realize the traceability of 
agricultural products. Chen et al. (2020) put forward the concept of "blockchain-based 
electronic agriculture", trying to incorporate this circular agricultural model of ecological farms 
into the block chain to build the democratization of digital agriculture. The blockchain network 
can automate data collection and upload through various smart devices, expand the set of 
information that can be used for sharing, and solve the problems of information asymmetry, 
unreliability of third-party institutions, and poor traceability of organic food. These application 
scenarios are closely related to people's lives. 

3.7. Sharing 

Fundamentally, the blockchain is a secure distributed digital ledger composed of a piece of 
continuous transaction information. It is not stored in a single location and can be shared by 
multiple users/ locations at the same time (Mackey & Nayyar, 2017). Regardless of the 
organizational level or the individual level, blockchain technology is expected to promote 
further improvement and breakthroughs in information sharing, which is conducive to 
breaking the information islands between various subjects and can effectively suppress various 
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losses caused by information asymmetry. This view has also been confirmed by scholars. The 
continuous growth of data leads to the difficulty of data sharing. Based on this, Yang et al. (2020) 
studies and proposes a big data sharing and transaction framework based on blockchain, which 
can meet the data sharing needs of multiple institutions and users. Blockchain is expected to 
become a new engine for data sharing platform in the future. Dorri et al. (2017) proposed that 
when DLT is applied to identity management (IDM), sharing identity information can save costs 
for the relying party, and may reduce the amount of personal information copied in the 
database, so as to achieve cost-effective. 

4. Conclusion 

To sum up, blockchain has many excellent features that cannot be compared with other 
technologies, and these features make blockchain technology quickly applied to various fields 
in a short time. At present, typical applications involve finance, education, medical care, 
Internet of things, logistics supply chain, communication, social welfare, sharing economy, big 
data, artificial intelligence, voting, auditing, auction and lottery. Blockchain technology has 
shown great application potential in these scenarios. In the future, blockchain application will 
also usher in in in-depth development, continuously enabling the high-quality development of 
national economy. 
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