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Abstract 

The operation and maintenance technology of relay protection is gradually developing 
towards the direction of intelligence and network. The integration of information 
technology and communication technology is bringing great changes to the operation 
and maintenance model of relay protection. Relying on the mobile communication 
network and mobile Internet technology with high coverage, it can not only realize the 
transformation of paperless, portable and high efficiency,More importantly, it will bring 
new ideas, new experiences and new schemes for relay protection operation and 
maintenance, and reconstruct the relay protection operation and maintenance system 
and framework. 
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1. Introduction 

Although China's power consumption is good, the implementation and use of wireless 
communication technology is still in its infancy, and related development strategies are still 
being formulated. As relevant researchers have accumulated more and more theories of this 
technology, it has laid the foundation for the future development of this technology. From the 
perspective of the future development characteristics of wireless communication technology, 
its main performance can be roughly divided into the following points. First of all, it has a strong 
defense against external interference. The wireless communication technology adds 
corresponding sensing equipment during the laying process to form and further realize the 
continuous monitoring of external conditions. When external interference occurs, it will 
automatically warn to minimize the interference. 

The key reason why wireless communication technology can replace traditional power grid 
design is because of the different forms of power generation and transmission and the different 
relay protection devices. With the widespread use of wireless communication technology, relay 
protection devices are gradually improving the technology, updating network information in 
real time, and incorporating the information technology into it, thus becoming the development 
path of the electric energy field. In addition, the relay protection of wireless technology must 
rely on sensors, and the operation of power grid equipment must be supervised to carry out 
effective information processing and problem analysis. The relay protection of wireless 
communication technology, in addition to shielding external interference factors, also has 
emergency failure stress setting, which can prevent the occurrence of large-scale power failure, 
so as to keep the user's power system running normally. 
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Relay protection, as the second line of defense for the safe and stable operation of power system, 
is an important barrier for the safe operation of power grid. At present, the operation and 
maintenance of relay protection mainly depends on the transcription of operators and the audit 
of management personnel. The amount of work is large, the data is prone to error, the update 
is not timely, the omission of equipment is frequent, and the accuracy is difficult to ensure. 
Abnormal disposal site, need to carry large amount of paper-based information, is not easy to 
the use of information and data and query, through scientific methods statistical analysis was 
carried out on the test results, the effective help professionals to assist decision-making, ahead 
of forecast and treatment of hidden faults, have not been established continuously optimize the 
closed-loop management mechanism. 

 

 
Figure 1. The composition of wireless communication technology relay protection 

2. Analysis of the cause of relay protection failure in power system 

2.1. The influence of human factors 

The normal operation of the power system is inseparable from the support of many 
professionals. It can be said that the actual operation often directly affects the operation of the 
power system. This is due to mistakes. Some employees have accumulated a wealth of work 
experience due to long working hours. In the actual work process, it is believed that empirical 
judgment is the most correct, and mistakes may lead to power system relay protection failures 
or serious safety accidents. The workforce of the power system is very large, and there is a large 
gap between workers with different work experience and professional level. Not only 
employees with high professional level and rich work experience, but also employees with low 
professional level. Inexperienced employees cannot effectively guarantee the overall work 
quality of the power system. Often due to improper handling, some personnel who cannot 
operate the integrated relay protection system well are sent to perform independent 
operations. 
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2.2. Impact of related equipment 

The power system relay protection device is composed of a data acquisition system, a 
management device, and a microcomputer device. If any part fails, the relay protection device 
of the entire power system will fail. Many physical parameters are generated during the normal 
operation of grid protection equipment. The collection of these physical parameters mainly 
depends on the data collection system. When the data acquisition system of the power grid 
relay protection device fails, the physical parameters generated during operation cannot be 
collected in time, and the collected physical parameters are converted into digital signals and 
sent to the microcomputer system. Eventually, the power system relay protection device fails 
and cannot work normally. 

3. Operation and maintenance technology of relay protection under 
wireless communication technology 

3.1. Identification technology 

The core technology of relay protection equipment management is to use matrix two-
dimensional coding technology combined with the GPS system of the mobile terminal to 
identify the relay protection of substations. The unique identification code is the use of a certain 
algorithm to generate a universal unique identification code (UUID) composed of a 32-bit 
hexadecimal number through the Ethernet card MAC address, name space, chip ID code, time 
stamp, random number, timing and other elements, and the The generated two-dimensional 
code is made into a label to give relay protection, combined with GPS global positioning 
technology, the protection device is uniquely identified through the two-dimensional code label. 
The mobile terminal scans the QR code label attached to the surface of the protection device, 
parses the identification code in the QR code, combines the location of the substation located 
by the GPS module, and retrieves the corresponding device information in its corresponding 
database based on the location information of the substation. 

3.2. Mobile Terminal Technology 

With the rapid development of miniaturization of equipment components and circuit 
integration, the data processing capacity of mobile terminals has been gradually enhanced and 
gradually miniaturized, which has been widely applied in many fields. Intelligent operation and 
maintenance of relay protection fully explores mobile terminal technology and gets rid of the 
time and space constraints of operation and maintenance work of operators. Can through the 
image recognition technology, biometric authentication technology and a large number of new 
technologies, integration of many software and hardware, combined with professional 
applications (SCD file parsing, recording file parsing), fully embodies the "people-oriented" 
principle, developed a large number of practical industry application software, greatly meet the 
personalized needs of users. 

3.3. Data Center Platform 

The data center platform perfectly combines big data analysis and graphical modeling system 
to develop a big data modeling analysis system. The modeling analysis system has a variety of 
built-in data analysis algorithms and supports graphical model design functions, which can be 
directly used through graphical components. The establishment of the data analysis model in 
this way makes data analysis more efficient. When the business model changes or needs to be 
expanded, the expansion of the algorithm library can be used to increase the corresponding 
data analysis structure to quickly realize the landing transformation of the business system, 
which greatly improves the efficiency of data analysis and the transformation of simplicity. 
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3.4. Wireless Communication Technology 

As the carrier of intelligent operation and maintenance of relay protection, the wireless 
transmission technology of communication network is particularly important for its 
transmission rate, bandwidth, delay, security and other factors. The intelligent operation and 
maintenance of relay protection combines the current mainstream fifth-generation wireless 
communication private network technology. Optimized in terms of user experience, 
information security, network quality, etc., the communication between people is turned to the 
Internet of Everything, and a more flexible and efficient new model is proposed for the 
intelligent operation and maintenance of relay protection. More operation and maintenance 
services are transformed to mobile terminals, making operation and maintenance work more 
convenient, more efficient and smarter. 

4. Effectively carry out the measures of power system relay protection 

4.1. Improve the overall quality of staff 

In order to effectively carry out power system relay protection work, power companies must 
recognize the importance of personnel work, clarify the impact of personnel work levels on 
power system relay protection, and professionalize personnel. It is necessary to improve the 
level and work experience in order to detect the failure of the power system relay protection 
device in time, and effectively solve it, so that the entire power system can achieve safe and 
stable operation. The power company organizes employees to conduct regular education and 
training, always keeps all employees up-to-date knowledge and skills, and continuously 
improves their professional standards, so that all employees are very dedicated. Need to have 
a high level of professional knowledge and a high degree of professional knowledge. 
Responsible and sincerely able to do their own work, and effectively perform the relay 
protection work of the power system. 

4.2. Increase the maintenance of relay protection devices 

Various supporting devices of the power system relay protection device are worn out due to 
continuous use, and will cause various failure problems over time. Power system staff will 
increase the overhaul of relay protection devices, find faulty devices, solve related faults in time, 
find and replace aging circuits and equipment components, and must ensure normal operation. 
Power companies also need to increase capital expenditures for equipment maintenance and 
replacement so that equipment maintenance can proceed smoothly, and faulty components and 
equipment can be processed and replaced in time. 

5. Conclusion 

With the continuous growth of China's population, the demand for electricity per capita has 
gradually increased, which has promoted the development and use of China's power technology. 
In the process of electric power development in Japan, we continue to absorb new technologies 
in the information age, and wireless communication technology is a representative of the 
combination of electric power industry and information technology. Smart grids can have a 
huge positive impact on China's power system, effectively ensure the safety of relay protection 
devices, and accelerate the rapid development of smart sensor technology. 
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