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Abstract 

Due to the continuous development of the network scale, the bank communication 
network has evolved into a large and comprehensive network. This article analyzes the 
management requirements of the bank's private communication network, and proposes 
the basic requirements and solutions for the construction of the bank's communication 
network network management system from a technical point of view. Provides some 
useful suggestions for network management system design and program selection. 
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1. Introduction 

In order to meet the needs of safe, stable and efficient bank operation and marketization of bank 
enterprise operation, bank communication network develops rapidly. Many new 
communication equipment and communication system have poured into the bank 
communication network, making the network look new and different day by day. The influx of 
new equipment shows that the intelligent level of communication network is constantly 
improved, its functions are increasingly powerful, and its configuration and application are also 
very complicated. Due to the influence of new products, new functions, new technologies and 
technical and economic benefits, there are more and more available devices, which complicate 
the types of devices in the bank communication network. The development of technology has 
radically changed some old ideas. Computer network technology and communication 
technology have merged. Computer network equipment has been introduced into the switching 
and transmission fields of the traditional communication network. The banking communication 
service has been expanded from dispatching telephone and low rate remote channel to high-
speed, digital and large capacity user service. The structure of the banking communication 
network has also evolved from a simple star mode that served the operation of money business 
to today's multi-center mesh network to ensure that it can serve the growing demand of 
banking information transmission. Generally speaking, bank communication network is 
divided into backbone network and regional network. The backbone network is divided into 
four levels: national, network bureau, provincial bureau and region. Regional networks are 
divided into regional and county-level networks. All levels of networks are interconnected 
according to the subordinate relationship, and each administrative unit's network management 
and maintenance relationship is independent.In addition, due to traditional reasons, the 
maintenance work of the upper-level network equipment is mostly carried out by the 
communication management personnel of the lower-level network in the region where the 
communication equipment is located. Network device management and maintenance are 
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separated, and centralized operation and decentralized maintenance are implemented. Facing 
such a complex network and such demanding management requirements, the only and very 
effective way is to establish a bank communication network management system with 
integrated service functions and integrated access functions. With the improvement of 
intelligent level of communication equipment and the growth of communication service 
demand, the flexibility of communication network is more and more large, the scale of 
communication network is also more and more large, network management system arises at 
the historic moment. 

2. Design principles of bank communication network management 

2.1. Fully adopt TMN architecture and compatible with other network 
management system standards 

The advantage of TMN lies in its maturity and completeness. It is the most complete 
communication network management standard system among the systems widely accepted in 
the world. The disadvantage of TMN lies in its complexity and single interface. These issues 
should be considered in the construction of the network management system. SNMP network 
management system is currently the most widely used network management system in the 
world. Not only manufacturers of computer network products, more and more manufacturers 
of communication equipment currently support the SNMP standard. Therefore, the bank's 
communication network management system should take SNMP simple network management 
protocol as one of the network management standards, especially in today's increasingly 
blurred communication network and computer network, its benefits are obvious. In addition, 
newly developed network management systems and standards have emerged, such as the 
CORBA system of the object management organization OMG, Web-based network management 
systems, and distributed network management technologies. These new technologies should 
all arouse our attention. In short, for the bank communication network, which has a 
decentralized organizational structure, it is necessary for the network management system to 
be compatible with various systems. 

2.2. Commercial TMN network management development platform is adopted 
as the development basis 

Network management is a huge and complex project that involves a wide range of areas and is 
difficult, especially for systems like TMN. The requirements for integrated services and 
integrated access functions add to the difficulty of the system. The high-level network 
management application development platform is a manufacturer with considerable strength 
in the world. It has invested heavily in commercial systems developed over many years. At 
present, the more mature ones include Sun's SEM, HP's OPENView, and IMB's NetView. Each 
commercial system provides a set of management, agency, protocol interface and information 
database development tools and methods for the construction of a communication network 
management system. Using the commercial TMN network management platform as the core to 
construct the bank's communication network management system, shielding the complexity of 
the TMN network management system, can greatly reduce the development difficulty, shorten 
the development time, and increase the success rate of separation. It is an economical and 
effective method for the construction of bank communication network management system. Of 
course, the cost of commercial high-level network management application development 
platforms is relatively high, so for small-scale and low-level communication networks, it may 
be more practical to use some dedicated self-developed network management system 
platforms. We have developed a platform for bank communication network management. The 
platform contains two main modules. The architecture of the platform and modules is shown 
in Figure 1. 
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Figure 1. Platform architecture diagram of bank communication network management 

 

2.3. Network and integrated access of network management system 

From a long-term point of view, bank communication network management should accept the 
concept of heterogeneous network interconnection, that is, systems of different levels, different 
vendors, and even different architectures should be interconnected unhindered to form a 
network management network with wide tolerance. It is currently the most feasible method for 
interconnection between network management systems to stipulate one or several unified 
standard interconnection interfaces as the restriction convention for system interconnection. 
The data sharing and interoperability mechanism of the network management system is the 
basis for the interconnection of the network management system. A perfect security 
mechanism is the guarantee for the successful interconnection of the network management 
system. The network management system should also support the interconnection with 
information management systems other than the network management system to realize data 
sharing. For a bank communication network with multiple network levels, wide distribution of 
equipment, and low level of intelligence, if TMN's agency plan is fully followed, the agency 
system will inevitably result in a very large agency system, and the entire network management 
system will become very uneconomical. Therefore, a network management system with strong 
comprehensive access capability and low cost is selected to directly face a large number of 
communication equipment, and the communication equipment is centralized and converted, 
and then sent to the TMN high-level network management through a standard interface. For a 
large number of medium-sized and below-scale networks, you can completely rely on the 
functions of the integrated access network management system to manage the network, which 
can realize the integrated access of communication equipment and establish the hierarchical 
management of the network. considerable. 

2.4. Openness of application functions and customer application interfaces 

The settings of application functions shall be selectable by the user, and the user's application 
interface shall meet the user's requirements. This requires that the network management 
system not only has the ability to customize according to user requirements, but also the 
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important point is that the application function interface of the network management system 
should be open, should be able to support third-party applications that meet the application 
function interface, and constantly launch new application functions and user interfaces to meet 
user requirements without changing the basic system. Because the bank communication 
network adopts the management mode of administrative division, the management function 
requirements of users at all levels are more inconsistent, and the requirements of application 
function openness are more important. 

2.5. Integration and independence of network management system 

The network management system should realize the integrated management of the bank's 
communication network, that is, the unified design of the application programs of the various 
functional network management systems, the use of a unified interface style, and the use of 
consistent terminology. Use a unified management and operation interface to operate and 
control similar functional equipment of different models and manufacturers. Monitor and 
process network alarms on the same platform and interface, and control network operation. 
The real network management system should be independent, and the system should not 
depend on a certain equipment manufacturer; the network management system should be able 
to ensure that all manufacturers receive the same fair and effective support. The purpose of this 
is to ensure the development of the communication system itself and to ensure that the 
communication system itself will not be restricted due to the choice of network management 
system solutions. This is particularly important for bank communication networks that have 
obvious diversified characteristics. 

2.6. The man-machine interface of the network management system 

The interface of the network management system should be continuously updated and 
transformed with new technologies. The idea of objectification should run through the design 
of the network management interface. Define the graphic elements and the combination of 
elements as graphic objects, connect the graphic objects in series with the data objects it 
represents and the actual communication equipment to realize the unification of the physical 
objects, data, and presentation interface. Object-oriented design concepts should be extended 
to all aspects of the man-machine interface of the network management system. GIS is a visual 
information technology with relatively high practicality and technical and economic 
performance. Web is a data browsing interface with very wide influence, widely accepted, and 
easy to use. Supported data includes text, graphics, and pictures. , Video, etc., support the 
browsing of the database, and the supported data types and data formats are continuously 
enriched. It is a very wise choice to use the advantages of GIS and Web as the information 
release medium of the network management system. 

3. Application method of communication technology in electrical 
engineering 

3.1. The best solution is to choose a monitoring system 

When choosing a network management system plan, various factors will affect the final 
decision, such as network management requirements, communication system scale, 
communication network structure, technical and economic indicators, etc. Network 
management requirements should be the primary factor in determining the network 
management system plan. It is not in any case that the higher the network management 
configuration and the more complete the functions, the better. If the management requirements 
are only concerned with real-time monitoring of communication equipment, then the best 
solution is to choose a monitoring system. The platform should have adequate security, and the 
architecture of authentication and security mechanisms is shown in Figure 2. 
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Figure 2. The authentication and security mechanism of the platform. NTP = network time 

protocol, SNTP = simple network time protocol, TLS = transport layer security. 

 

3.2. The key design of management should be placed on hierarchical 
management 

A real network management system should include the following layers: network element data 
collection layer. Network element (equipment) data access and data collection system; network 
element management layer; directly manage a single network element (equipment), while 
supporting the upper-level network management layer; network management layer. On the 
basis of network element management, increase the management of the relationship between 
network elements and network composition; service management layer. Manage the interface 
between network operators and network users; service records and expense management; 
business management. Manage some decisions and plans required by communication dispatch 
managers regarding operations and other matters. The network management system should 
be network-wide. For user-oriented communication networks with a larger scale, the focus of 
management should be on the management of network, service, and business levels. 

3.3. The network management system function must have four major 
management functions 

A perfect network management system should have four management functions: first, 
configuration management: establishing and adjusting the physical and logical resource 
allocation of the network; Display of network topology graphics, including reflecting the 
evolution of network topology after each project; Add or delete physical devices in the network. 
Add or delete transport links in the network; Set up and monitor loopbacks to test related 
performance metrics.Second, fault management: provides detection and recording of network 
environment anomalies, identifies the location and nature of faults on the network and 
determines their impact on the network through abnormal data, and further takes 
corresponding measures. Three is the performance management: the network management 
system can monitor, analyze and control the performance of the network and various devices 
in the network to ensure that the network itself and the equipment in the network are in normal 
operation. Fourth, security management: prevent illegal users from entering, and implement 
flexible priority mechanism for operation and maintenance personnel. 
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3.4. The network system structure is mainly used for various management 
functions 

The network management system should be compatible with multiple models and multiple 
operating systems; it should be able to be designed into a redundant structure to ensure system 
reliability; it should be able to fully consider the requirements for the phased construction of 
the system and the needs of different grades of network management systems. The network 
management system can use the IP-level network to realize the interconnection between the 
various hardware platforms in the system, and use the existing routing of various management 
data networks to organize the network management system network extending in all directions. 
The system structure should also include: data server, network management workstation, 
browsing workstation, protocol adapter, and front-end machine agent. At the same time, the 
software of the network management system consists of a management information database, 
network management core modules, several application platforms, and several network 
advanced analysis programs. Management database: responsible for storing and processing 
historical data of managed equipment and managed systems, as well as non-real-time data and 
statistical retrieval Offline data such as results and report data. The core module of network 
management includes management information service module, management information 
protocol interface and real-time database; communication scheduling application platform 
includes system operation monitoring, operation management, equipment operation, graphics 
call, data query and other functions. The graphic system realizes the graphic application 
interface of the network management system, including graphic element creation tools, 
drawing tools, graphic file management tools, database maintenance tools, etc. The 
communication operation management application platform provides various management 
functions required by the network management system, including operation plan management, 
maintenance management, report management, and authority management. 

4. Conclusion 

In a word, after decades of efforts, it has laid a solid foundation for China to fully realize financial 
informatization, and realize the transformation from "electronization" to "informatization". 
China has initially formed a multi-functional and open financial informatization system. The 
process of financial informatization can be summarized as follows:On the premise of data 
centralization, information security as the technical guarantee, data warehouse as the tool, and 
comprehensive business system as the basic platform, we will build a modern and networked 
financial enterprise. 
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