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Abstract 
In recent years, with the rapid popularization of Internet technology in China, a new 
financial format with modern information technology, represented by Internet finance, 
has emerged, showing a rapid growth momentum in China, but the risks of Internet 
finance are gradually emerging. In addition, different modes of Internet finance have 
different operating characteristics and modes, and the risk difference is obvious. The 
cognition and control of risk degree is the key to the development of Internet finance. 
The Internet has been closely related to our life. It can be seen from people's living habits, 
rhythm of life and work and industrial development that the application of the Internet 
is very important. Internet finance has also emerged as the times require, with explosive 
growth springing up like mushrooms after rain. Among them, the development of Ali's 
"Yu 'ebao" and the rise of various Internet credit platforms are the most eye-catching, 
which have greatly enriched the participants and product types of China's financial 
industry, and also provided more financing channels for Chinese enterprises. In this 
paper, the credit score is used to quantify the possible fraud probability of users, and 
then it is classified according to the credit rating of users. 
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1. Introduction 

In recent years, with the rapid development of Internet finance and its application, the 
popularity of online banking payment, fast payment, mobile payment and other transaction 
methods has brought great convenience to people's lives, but it is followed by the increase of 
transaction risks and fraud incidents [1]. How to quickly and accurately monitor the risk of a 
large amount of transaction data and early-warning fraud has become an urgent need of banks 
and third-party payment platforms [2]. The development of China's Internet finance industry 
started relatively late, but in just over ten years, it has developed rapidly. After 2015, Internet 
finance has become a major component of the financial industry [3]. After its establishment, Ali 
Finance was quickly sought after, and gradually became the main tool for online transactions, 
and its scale was basically comparable to that of listed banks. At present, there is a lack of 
supervision in Internet finance, and the regulatory authorities should learn from the successful 
experience in the world to improve the risk prevention of Internet finance by clarifying the 
main body of supervision, strengthening the prevention and control of financial risks, 
perfecting relevant laws, strengthening industry self-discipline and perfecting the social credit 
information system [4]. In today's society, big data is hitting all walks of life with a fierce trend. 
Internet-based information technology and information industry are going deep into people's 
social life, which has greatly changed people's lifestyle, working style and business style [5]. 
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Internet financial platform is an important part of the reform. It is very important to realize the 
effectiveness of applying big data in the Internet financial platform. In order to develop better, 
JD.COM has set up a network supply chain financial model [6]. With the continuous 
development of Internet finance enterprises, traditional financial enterprises have seen new 
vitality, expanded their business online one after another, and actively cooperated with online 
Internet finance enterprises, so as to keep up with the development of the times and avoid being 
eliminated under the background of the continuous development of Internet finance industry 
[7]. Rule engine can separate rule matching from application, and it has better execution 
efficiency in the case of a large amount of data and rules. Applying the rule engine to the anti-
fraud system will help to improve the scalability of the system and realize the rapid update of 
rules [8]. The anti-fraud system will greatly enhance the anti-fraud ability of Internet finance, 
reduce the operating cost, and create a good and fair market environment for Internet finance, 
which is of far-reaching significance to the development of Internet finance [9]. 

2. Innovative Credit Information Model of Big Data 

2.1. Internet Credit Information and Fraud Identification 
With the development of the Internet financial industry and the growth of the platform, more 
and more people participate in it, providing corresponding financial services for a large number 
of customers with good credit and need capital turnover, but suffering from complicated 
procedures and mortgages of bank credit, and contributing to the goal of "Inclusive Finance" 
advocated by the state. But at the same time, some fraudsters specially use platform defects to 
defraud loans. The use of credit investigation, credit scoring and other means is an important 
measure to control risk and prevent fraud. The credit score can reflect the credit qualification 
of users to a certain extent. It can not only select high-quality customers, but also identify users 
with poor credit qualification. In traditional credit investigation, credit investigation means are 
used to know whether customers are qualified for credit, but it is difficult to identify inferior or 
deliberately fraudulent customers [10]. 
Statistical identification module refers to the use of statistical knowledge to extract effective 
and valuable data from massive Internet data. It is mainly divided into three aspects: variable 
selection, data preprocessing and correlation analysis. The statistical analysis module has two 
main objectives. One is to provide an effective data set for the anti fraud model and mine the 
significant variables that affect the user's credit status. Variable screening is mainly to select 
variables that can reflect personal credit from personal behavior data. Because there are many 
kinds of personal behaviors on the Internet, some variables can well reflect personal credit, and 
some variables have no obvious impact on personal credit. Therefore, we need to select 
appropriate variables to accurately evaluate users' credit. Users have a wide range of activities 
on the Internet, and the variables reflecting users' credit are also very rich. There are many 
variables we can choose. 

2.2. Internet Credit Investigation and its Development 
Obviously different from foreign countries, China has implemented a government led credit 
investigation system for a long time, that is, a large number of enterprise and personal credit 
investigation data are mastered by the government, and the marketization of credit 
investigation is not fully developed. Unified credit investigation business has experienced a long 
development time in China, but it faces many insurmountable defects: limited coverage, narrow 
data sources, weak reflection ability of evaluation results and so on. Although the evaluation 
model is dynamic in theory, in practice, due to the slow increase and update of data items in the 
model, the resulting credit investigation report is actually relatively static and can not reflect 
the user's real credit level and its changes. The traditional credit investigation and evaluation 
system relies too much on users' financial transactions and financial data, and the nature of 



Volume 3 Issue 1, 2022 

DOI: 10.6981/FEM.202201_3(1).0068 

562 

Frontiers in Economics and Management 

ISSN: 2692-7608 

evaluation indicators is relatively single. It can only evaluate users' credit level from the level 
of previous lending behavior, and can not comprehensively measure users' comprehensive 
credit level. When the rule engine runs, it will count the trigger times of each rule and feed it 
back to the management platform to evaluate and modify the rules. The main evaluation 
indicators of the rules include accuracy rate and recall rate, as shown in Figure 1: 
 

 
Figure 1. Rule Evaluation mechanism 

 
Because the data acquisition channels of traditional credit information methods are relatively 
fixed and narrow, it is difficult to evaluate the credit level of a large number of users who can't 
collect information on capital flow, so the coverage of people is greatly restricted. With the 
opening of personal credit information business by the central bank, the Internet industry, 
which has a large amount of user behavior data, is bound to become an important part of 
China's personal credit information market. Because it is difficult to obtain the credit data of 
the central bank's credit information system in the short term, we can only obtain credit 
information data resources through other market-oriented channels. Technological progress 
has promoted the development of Internet credit investigation. With the continuous 
development of technology, from the paper records, mail communication and artificial 
qualitative judgment in the industrial era, to the electronic records, Internet communication 
and mathematical statistics models in the electronic era, to the big data storage, mobile Internet 
technology, cloud computing and artificial intelligence models in the present Internet era. 
Internet credit reporting based on big data has broadened China's credit reporting system, 
made innovations in information processing methods and service concepts, made up for the 
shortcomings of traditional credit reporting and improved China's credit reporting system. 

3. Internet Financial Risk 

3.1. Internet Financial Risk Types 
Credit risk is one of the main risks of Internet finance. America is one of the countries with the 
most developed personal credit evaluation. FICO scoring system gives a credit score of 300-850 
for individuals, which is mainly used to objectively measure personal credit risk and shorten 
the credit granting process. Individuals can easily apply for loans with Fico scores, which 
reduces transaction costs. However, in China, the data of personal credit information does not 
exceed a quarter of the total population, which causes many Internet finance companies to lend 
money at will, and eventually they can't make ends meet and face bankruptcy. At the same time, 
the lack of credit information system makes it easier for individuals to forge information and 
obtain loans, which leads to a high rate of bad debts in the Internet finance industry and 
restricts the development of the whole Internet finance industry. 
In the Internet, computers can communicate with each other through the network. If one 
computer is infected with a virus, it can be transmitted to other computers through the Internet, 
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so computer viruses are extremely destructive. Compared with the traditional financial 
industry, each financial enterprise is relatively independent and the risk is relatively small, 
while Internet finance is in the whole network, and the destructive power brought by computer 
virus will be the whole industry. As a new thing of cross-border mashup-Internet finance, risk 
supervision is not clear and there are no perfect legal provisions to base on under the current 
financial industry management system. Although Internet finance is the new direction of 
China's financial reform, in the absence of supervision, the development of Internet finance is 
bound to have negative effects, such as illegal fund-raising and vicious competition in the 
industry. The establishment of Internet Finance Association will change the chaotic state of 
Internet finance industry, create a fair and orderly competitive environment, and improve 
favorable guarantee for preventing Internet financial risks. 

3.2. Internet Financial Risk Control Mode 
Because the traditional financial industry has high requirements for lenders and needs 
guarantees and mortgages, many individuals and enterprises have difficulty in financing. 
Internet finance has changed the pattern of traditional financial industry, making it more 
convenient for people to borrow, invest and pay. The personal credit information system is the 
foundation of the development of Internet finance. Improve the social credit information 
system, improve the credit system of individuals and organizations, actively promote the 
development of credit intermediaries, establish a commercial credit data platform suitable for 
the steady development of Internet finance, and continuously promote the development of 
credit report inquiry service, credit certification, credit rating evaluation and credit consulting 
service. Through the continuous development of a large number of data collection capabilities 
and big data processing functions, we can solve the problem of information asymmetry and 
credit, greatly reduce transaction costs and disperse risks, and improve the breadth and width 
of financial services, so as to effectively benefit groups such as small and micro enterprises, 
individual entrepreneurs and residents. There are four main processes in the evaluation of 
Internet financial risk by analytical method, namely, building the hierarchical index system of 
risk factors, determining the weight of sub-risk factors, solving the fuzzy matrix and obtaining 
the overall risk value. As shown in Figure 2: 
 

 
Figure 2. AHP and fuzzy evaluation process 

 
E-commerce platform contains a large amount of data, including personal basic information 
and transaction data. Transporting some data is very suitable for personal credit evaluation. 
For example, sesame credit relies on Ali's Alipay, Tmall and Taobao data, based on Ali cloud 
computing based on big data analysis, user data collection, sorting, and analysis, establish credit 
rating system. Sesame is mainly evaluated from five dimensions: credit history, performance 
ability, behavior preference, identity characteristics and contacts. Decentralization of loan 
objects and standardization of loan review. The most important way to solve credit risk is to 
realize the decentralization of loan objects and the standardization of loan review, that is, to 
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diversify investment for users of different grades and age groups. Derivatives of the credit 
system also have good development prospects. Internet financial institutions themselves can 
disperse credit risks through credit derivatives. 

4. Conclusion 

Internet finance is developing rapidly in China. From the perspective of profitability of Internet 
finance, this paper divides Internet finance into three modes: Internet of traditional finance, 
information and capital service platform, and traditional financial business based on Internet 
finance. The rapid development of Internet finance also brings credit risk, technical risk and 
regulatory risk, and Internet finance bears the brunt of credit risk. The anti fraud system 
includes three modules: statistical identification, model identification and manual 
identification. The three parts are linked together to form a complete anti fraud system. The 
development of the Internet has a stronger impact on the traditional financial business, and the 
traditional financial service industry is also seeking a breakthrough through the Internet. The 
conflict and running in between the two will inevitably lead to deeper cooperation and 
integration. Internet Finance Based on big data platform will be the source of business model 
innovation. However, we should also clearly see that the financial service industry can not fully 
control big data, and one of the main problems is security. The contradictory combination of 
protecting personal property security and sharing personal information and data is placed in 
front of Internet finance, and risk control can not be underestimated. The construction of 
personal credit investigation system will not be limited to bank data. We will mine data from 
all aspects of people's life and establish a personal credit investigation scoring system. The 
diversification and accuracy of personal credit investigation market will create new 
opportunities for China's Internet financial development. 
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