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Abstract 
In the era of "post-truth", netizens' emotions override objective facts as the main feature 
of public event discussions. From their own emotions, netizens vent and express their 
feelings about the events they are concerned about. In this process, netizens create and 
use public opinion to make moral judgments, verbal attacks and personal threats against 
the parties concerned, extending the violence in the virtual society to the real society, 
which has a bad impact on the ecology of the online social environment. The generation 
and fermentation of cyber violence is caused by many factors, such as the under-age of 
Internet users, the anonymity effect and group polarization, and the lack of social 
responsibility of media practitioners. The multiple factors that cause cyber violence 
require the joint management of the government, platforms, media practitioners and 
Internet users, so as to explore a new path of cyber social governance and jointly create 
and maintain a clear space on the Internet. 
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1. Introduction 

In recent years, with the rapid development of mobile Internet technology, the ecology of online 
public opinion has shown a multi-variable trend, especially after the rise of social media 
represented by Weibo and Tik Tok, the traditional information dissemination pattern has 
undergone fundamental changes, and public opinion dissemination tends to be circled. Some 
scholars suggest that "social media platforms and machine algorithm information provide 
'tribalization' with  hardware and software, and information cocoon brings 'cocooning' of 
interpersonal relationships.Internet users are more likely to rely on 'tribalized circles' to get 
information, share opinions, and express emotions and empathy. In other words, the negative 
effects of social media such as Echo Chamber and Filter Bubble have exacerbated the 
‘cocooning’of social relationship. " [1]In this "cocoon", users are pushed similar information by 
algorithms, conflicting opinions and views within the circle gradually disappear, and similar 
voices are heard in the echo chamber. The resulting public opinion is influenced by emotional 
catharsis and personal beliefs more than the objective facts of the incident itself, creating a 
situation where emotions come first and facts come second. In the post-truth era, the traditional 
media's long-held truth has fallen from the altar, and what the truth is has become secondary 
to the emotional catharsis of netizens overriding the objective facts as the main feature of public 
event discussions. 
This paper analyzes the phenomenon of cyber violence in the post-truth era from the 
perspective of journalism and communication by sorting out typical cyber violence incidents in 
recent years, analyzing the causes in the context of the current social development of media, 
and proposing targeted guidance strategies and governance methods. 
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2. The Phenomenon of Internet Violence in the "Post-Truth" Era 

In the age of the Internet, social media platforms based on the Internet have flourished, 
followed by a proliferation of online opinions and increasing cyber violence. Some scholars 
define cyber violence as: "Internet users' violence on the Internet is an extension of social 
violence on the Internet. Through postings, replies or online creations of unconfirmed or 
confirmed online events, Internet users crusade against phenomena they consider immoral and 
unjust in the name of morality, make offensive, insulting, abusive remarks. The network 
behavior of the human flesh search and publication of the real information of the person 
concerned and his relatives and friends, to insult, rant, physically attack and issue a warrant to 
defend social justice and ethics, in order to achieve the purpose of group emotional catharsis." 
[2]In the post-truth era, group emotional catharsis prevails public opinion, the truth is covered 
and ignored by the impassioned netizens' emotions, and the derivation of cyber violence is 
promoted under the emotional orgy. With the phenomenon of cyber violence represented by 
verbal violence and human flesh search popping up. Cyber violence gradually spreads from 
online to offline, generating offline vicious group behavior. 

2.1. Verbal Violence 
Linguistic violence is the most common and representative form of online violence, which 
refers to irrational speech attacks by netizens on an event or person using linguistic symbols, 
causing psychological burden and mental pressure on the person concerned, often in the form 
of insults, abuses, rumors, accusations, moral judgments, etc. Some scholars point out that "the 
changes in China's social structure and development stage, resulting in a variety of social 
problems and contradictions are more obvious, once stimulated will cause widespread concern 
and lively discussion, the person concerned is pushed to the forefront, part of the irrational, 
emotional language instead of gaining a lot of appreciation, the public will be seen as an 
expression of public opinion, but in fact is an irrational venting of emotions. " [3]Irrational 
language is a direct channel for Internet users to vent their emotions. Every comment and every 
private message in cyberspace is not nothing, they point to a living life. "When there is an 
avalanche, no snowflake is innocent." Extreme speech hides behind Internet groups, and the 
Liu Xuezhou incident is the result of many emotional netizens' vitriol, inflicting verbal violence 
on a child based only on one-sided words without rational and objective analysis, and the 
overwhelming vitriol caused the loss of a life. 

2.2. Human Search 
Human flesh search is mainly manifested by the use of technical means to maliciously obtain 
the personal information and privacy of the person concerned and his relatives and friends and 
other content, and exposed in the public domain for discussion, after the fermentation of public 
opinion spread to cause cyber violence. The Internet has made the flow of information freer 
than ever before.[4] Once personal information is exposed in the public domain without any 
privacy, the person's mental stress and real life are subject to the double impact of online 
violence. In August 2022, the "sugar water grandfather" had to give up his sugar water business 
of 17 years due to the verbal violence and human flesh search of the abusers. 90,000 people 
gathered without serious thinking to vent their extreme emotions, some netizens dug up and 
made public the personal privacy information of him and his relatives, and endless phone 
harassment brought endless troubles to the real life of the victim. Water drops are close to 
invisible, but the waves are powerful enough to swallow lives. Online violence is an 
uncontrollable disaster. 
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2.3. Offline Vicious Group Behavior 
Some scholars point out that "offline vicious group behavior is the most direct and worst type 
of harm to the object among all types of cyber violence." [3]Although cyber violence is 
essentially Internet opinion violence, the harm and fermentation of cyber violence is not limited 
to the virtual society generated by the Internet, but it directly extends and refracts to the real 
life of the parties. The main field of public opinion shifts from online to offline, causing realistic 
distress and harm to the parties. The conflicts in the virtual society of the Internet spread to the 
real world, which is the horror of cyber violence. The malicious behavior of the group is 
dominated by unbridled emotions and bigotry, which continues to shroud the mental state of 
the person concerned under the shadow of violence for a long time, causing psychological harm 
and even physical harm to individuals in the real world. 

3. The Causes of Online Violence in the "Post-Truth" Era 

The online violence in the "post-truth" context is the abuse of the "microphone" right by the 
subject of the incident in the "tribal" social media platform to express his or her opinion freely. 
"When this extreme opinion spreads negatively and expands its influence, it eventually 
becomes a case of online violence. From a comprehensive perspective, the causes of cyber 
violence in the "post-truth" era are mainly as follows. 

3.1. Low Age of Internet Users 
The irrational catharsis of emotions is more likely to appear in the younger Internet users, 
because minors are not yet mature, their value systems are not yet fully formed, and their 
education level is generally low. So it is difficult for them to maintain objective and rational 
thinking in public opinion events. They mostly adopt a blind obedience attitude towards online 
speech, and are easily led by others to form the "spiral of silence" in communication science. 
The phenomenon of "spiral of silence" in communication science. According to the 50th 
Statistical Report on the Development of China's Internet, as of June 2022, 17.7% of Internet 
users were under the age of 20. [5]As the popularity of the Internet grows, a large number of 
underage Internet users have gathered on platforms such as Tic Tok, Weibo, and Douban. The 
clamor of people overriding the objective understanding of facts by Internet users, the clamor 
of emotions occupying the space of public opinion originally dominated by facts, and public 
opinion events transforming into online violence under the impact of emotional venting by 
Internet users. The influence of the low age of netizens on online violence is directly reflected 
in the incidents in the fandom, where some of the low age fans support their idols for no reason 
and follow their idols only. At the instigation of the "big fans", opinion leaders, the confrontation 
between different fan groups is formed. This has led to a pandemonium in cyberspace and a 
perversion of cyber violence in the fandom. 

3.2. "Anonymity Effect" and "Group Polarization" 
The inherent characteristics of the Internet platform provide casual clothes for Internet users 
to speak recklessly, a pseudonym, an account that can be registered or cancelled at will to fuel 
the flames of abusers, and Internet spammers hidden behind the virtual keyboard. The 
anonymity of the Internet means that netizens who lack moral conscience do not have to wear 
shackles on the Internet, and their virtual identities and spontaneous speech float in all corners 
of the network. Some scholars point out that "in the Internet space, people's interaction with 
each other is a kind of anonymous absence of interaction, and this kind of 'physical absence' 
and 'symbolic' interaction greatly promotes the freedom of human existence, so that the masses 
have gained the right to choose and express themselves, and they can roam in all corners of the 
network society with their virtual identities under the cover of 'masks' and make their voices 
heard at will on the network issues they are concerned about." [6]The perpetrators enjoy the 
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satisfaction of radical speech in anonymity, and due to the "echo chamber" effect, groups of 
people with similar interests gather, and groups of Internet users who tend to radicalize and 
irrationalize their emotions continue to discuss, ferment and spread topics in this space, which 
eventually leads to further polarization of group speech and decision-making. 

3.3. Lack of Social Responsibility of Media Practitioners 
Journalists should be faithful to the truth, to reason and facts prevail. However, in today's 
rapidly developing network technology, the ability of "gatekeepers" is limited, and the 
professional ethics and social responsibility of news media practitioners are under the impact 
of the view that "traffic is the king", and under the double pressure, some media outlets turn to 
clicks and exposure as the standard. They use "headline party" and controversial statements to 
gain attention. Self-media practitioners lack professionalism and endlessly chase after traffic in 
the environment of freedom of expression, exaggerating facts to gain attention, pushing the 
wave and accelerating the fermentation of online violence in the process of public opinion 
development. Most media practitioners are opinion leaders, and the endless marketing and 
adding vinegar to their explanations lead netizens to the divergent path of irrational existence, 
which in turn makes some netizens dictated by emotions to make radical comments. The media 
practitioners' reports of radical speech gathered and confronted with irrational thinking and 
provoked high emotions, which made the development of the incident intensify and eventually 
led to the emergence of cyber violence. 

4. The Multi-party Joint Governance of Network Violence 

As the Internet users blindly vent their emotions and lose the ability to think rationally about 
the events, the public opinion is gradually distanced from the truth, the emotional clamor 
precedes the objective facts themselves, and the misconduct of group speech expression leads 
to cyber violence. In order to improve the efficiency of managing cyber violence, this paper 
advocates linkage management through multiple subjects of network use and supervision, 
forming a synergistic governance effect with the existing means of cyber violence regulation, 
restraining the irrational group behavior of Internet users and promoting the construction of a 
clear cyberspace. 

4.1. Government 
At present, the Internet legislation is in the stage of continuous improvement, and there are 
mixed abusers lurking in cyberspace, who wander in the gray area at the edge of the law and 
attack others with irrational emotions when public opinion emerges, causing the occurrence 
and proliferation of cyber violence. Cyberspace is not an illegal place. Relevant government 
departments and legislative bodies should improve the top-level system design as soon as 
possible, and promote the application of the newly effective regulations in practice, so as to use 
the law as a weapon to overthrow the "umbrella" of the abusers who are acting recklessly and 
intensifying their violence. It is urgent to clarify the main responsible parties for cyber violence, 
strengthen the governance of cyberspace with the national Internet information department as 
the pivot, use laws and regulations to maintain a clear cyberspace, and stop the occurrence of 
cyber violence with clear legal provisions. 

4.2. Platform 
The platforms such as Tic Tok, Weibo, and forums are the main media for cyber violence, and 
to a certain extent, they have "nourished" cyber violence. As one of the subjects of online 
violence management, platforms should comply with and implement the requirements of 
relevant laws and regulations on network security management, further improve the system of 
real names on the Internet, reduce the emotional attacks generated by the "anonymity effect", 
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and promote the accountability of subjects responsible for online violence. As the "stage" for 
the emergence and fermentation of public opinion, platforms should increase the supervision 
of "dancers" and "repertoire" and take the network governance regulations as the standard, 
delete and block them. To implement a strong and effective regulatory role. At the same time, 
the platform can build a monitoring and reporting system, play the role of millions of Internet 
users group supervision, to achieve a comprehensive containment of online violence. 

4.3. Media Practitioners 
4.3.1. Mainstream Media 
"The purveyors and audiences of news reports are still subject to rationality and facts on the 
mainstream, and cannot be separated from the professional journalism." [7]Mainstream media 
should play their own advantages and capabilities of public opinion control, firmly grasp the 
right of public opinion discourse and initiative, master the development of public opinion 
trends, control the direction of public opinion, so that irrational emotional speech loses its 
power to spread under the mainstream voice and reduce the possibility of the spread of online 
violence. At the same time, mainstream media, as the main source of information received by 
netizens, should set the tone of the first issue, ensure the objectivity and comprehensiveness of 
the first information, help audiences form an objective and fair first impression, give the public 
correct public opinion guidance, and avoid public opinion going astray under personal 
emotional venting. 
4.3.2. Opinion Leaders 
Opinion leaders in the social media era should strengthen their professional ethics and self-
discipline, and not aim for clicks and traffic without objective facts, and not lack humanistic care 
with the economy of eyeballs. Opinion leaders should publish news information responsibly in 
their respective fields, share information with a diversified and interesting perspective in 
vertical fields, view information from a rational and objective perspective facing breaking news 
and hot events, and correctly guide netizens to speak and discuss. 

4.4. Internet Users 
Individual Internet users are the main participants and builders of cyberspace, and the 
participants in cyber violence are mainly ordinary Internet users. The quality of Internet users 
themselves and their ability to think rationally directly affect the occurrence of cyber violence. 
As the main body of active Internet users in China, teenagers are at an important stage of 
shaping their outlook on life and values, and Internet users at an early age are prone to be led 
astray by radical comments and lose their self-judgment. Schools and society should work 
together to guide them, strengthen their ideological and moral education, enhance their legal 
awareness, and maintain rational judgment in online public opinion. "Everyone has a 
microphone", the Internet gives netizens the right to be heard. Netizens need to cherish their 
right to express themselves and speak rationally. Internet users should exercise their 
supervisory role in the Internet, stop and report bad speeches, and maintain a clear space on 
the Internet together with the network platform. 

5. Conclusion 

Internet violence is a product of the Internet era, and in the post-truth era where emotions 
come first and facts come second, the confrontation form of Internet violence is more obvious. 
With the "protection" of the "anonymity effect", the radical group of netizens totally disregard 
social morality and legal norms to carry out verbal violence, human flesh search and even 
offline vicious group behavior. As a result, the Internet violence has become so rampant that 
the rationality of the Internet users involved in it has gradually disappeared. In today's 
irrationalized and polarized public opinion, the work of guiding public opinion is affected by 
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many factors and is difficult. In this regard, the government has repeatedly launched a special 
operations called "Qinglang" to comprehensively and deeply strengthen the management of 
online violence and make joint efforts to create a clear and clean online home. In the "post-
truth" era, the governance of cyberspace requires the cooperation of multiple parties, and the 
government, platforms, media and individuals are indispensable. The joint management of 
multiple parties will maximize the efficiency of cyber violence governance and promote the 
dynamic balance between sensibility and rationality in the fermentation of public opinion. 

Acknowledgments 

This work is supported by Anhui University of Finance and Economics Undergraduate Research 
innovation fund project fund, Project number: XSKY22255. This work is supported by 2022 
National College Students’ Innovation and Entrepreneurship Training Program Project, Project 
number: 202210378111. 

References 

[1] Li Biao, Yu Guo-ming. "Research on the Discourse Space and Communication Field of Online Rumors 
in the Post-truth Era--An Analysis of 4160 Rumors in WeChat Friends Circle, Journalism University, 
(2018)No.02,p103-112+121+153. 

[2] Hou Yubo,Li Xinlin. Analysis of the Motivation and Influencing Factors of Online Violence among 
Chinese Internet Users[J]. Journal of Peking University (Philosophy and Social Science Edition), 
(2017)No.01,p101-107. 

[3] Li Huajun,Zeng Liuxin,Teng Shanshan. Research on the Development of Network Violence: 
Intension and Type, Status Characteristics and Governance Measures ---An Analysis Based on the 
Cases of Network Violence During 2012-2016[J]. Journal of Intelligence,(2017)No.09,p139-145. 

[4] Daniel Shalev: The Age of Privacy (Nanjing:Jiangsu People's Publishing House, America 2011), p.22-
25. 

[5] Information on:http://www.cnnic.net.cn/n4/2022/0914/c88-10226.html. 
[6] Qin Chengjie. Online Group Polarization:Risks, Causes and Its Governance[J]. E-Government, (2017) 

No.04,p49-57. 
[7] Li Tiehammer. Post-truth:A New Phenomenon in the Age of Social Media? [J]. Jiangxi Social Science, 

(2018)No.11,p241-247. 
 


