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Abstract 
With the development of network technology, E-commerce has been widely used in 
many fields, which also provides a lot of convenience for our daily life and work, but it 
also brings many disputes about intellectual property infringement and damages the 
legitimate interests of others. In order to better protect intellectual property rights, we 
need to strengthen intellectual property legislation and law enforcement under the E-
commerce environment, and continuously strengthen the construction of network 
facilities by using advanced network technology, so as to give full play to the important 
guiding role of E-commerce in promoting people's social life exchange, shopping, 
learning and medical treatment. 
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1. Introduction 

Compared with the traditional transaction mode, E-commerce has the advantages of fast, safe 
and low operation cost. It not only brings a lot of convenience to people's life, but also brings 
high profits to enterprises. E-commerce has become the most popular E-commerce model in 
this emerging industry in China. Intellectual property protection has always been a hot topic of 
global concern. Since China's accession to the world trade organization, China's intellectual 
property protection has achieved some results, but compared with developed countries, there 
are still some deficiencies. In recent years, people have gradually realized the importance of 
intellectual property, but they do not know how to effectively use the law to protect intellectual 
property in the E-commerce environment. Therefore, we must pay attention to the protection 
of intellectual property rights in the E-commerce environment. Enterprises should pay 
attention to the protection of intellectual property rights while actively carrying out E-
commerce activities, so as to promote the sustainable and healthy development of enterprises 
[1]. 

2. E-commerce and Intellectual Property Theory 

(1) Concept of E-commerce 
From a technical point of view, E-commerce refers to the business means by which users use 
computers and networks to realize certain transactions through professional electronic 
technology or some information. Through the extensive use of computer network technology, 
companies, intermediaries, customers and other partners can share business information and 
carry out relevant transactions on the network, realize the business process between 
enterprises in an electronic way, and cooperate with the internal electronic production 
management system, which improves the efficiency of enterprise production, processing and 
capital use. 
E-commerce activities are commercial transactions carried out under the Internet environment 
with computers as the main tool. In this trading environment, the buyer and the seller can 
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successfully complete all trading projects on the electronic platform. Operators need to use the 
technology and mode of Internet for relevant trade or services in E-commerce activities. 
(2) Concept of intellectual property 
Intellectual property is the legal and exclusive right enjoyed by mankind to legally use, protect 
and manage the achievements of its intellectual activities and the trademarks and reputation in 
its commercial activities. "Intellectual property rights are the exclusive rights that people enjoy 
according to law for the achievements of their intellectual activities and trademarks in their 
business and management activities". Relevant legal definitions emphasize that the results of 
knowledge labor are a basic right exclusive to individuals and a right that should be protected 
by law. Generally, intellectual property rights protect not only the intellectual property itself, 
but also the spiritual rights when creating this intellectual property right. Intellectual property 
is a special right given to individuals by law and is inviolable. There are certain differences 
between intellectual property and tangible property. For example, it has the characteristics of 
exclusivity, intangibility, timeliness and regionality. The acquisition of intellectual property 
also needs to be recognized through certain legal procedures. 
(3) The relationship between E-commerce and intellectual property 
In the era of rapid development of knowledge economy, E-commerce and intellectual property 
have formed an internal relationship. Intellectual property rights and E-commerce coexist, and 
ensure the safe development of E-commerce. E-commerce will also produce some new 
intellectual property rights. 
1) The main trading object in E-commerce activities is intellectual property. E-commerce is a 
new transaction mode, which depends on a new technical means. These technical means and 
high-tech products belong to the protection scope of intellectual property rights. 
2) The object of intellectual property protection is mainly the products of E-commerce platform. 
For example, the pictures used by businesses in transactions are one of the objects of 
intellectual property protection. If the pictures cannot be protected, pirated pictures will be 
seen everywhere and the E-commerce trading environment will be damaged. If intellectual 
property rights cannot be effectively protected, infringers have the opportunity to use the lost 
information to copy or forge these intellectual property rights that should be protected in E-
commerce, and E-commerce activities cannot be carried out normally, which will bring losses 
to both sides of the transaction. 
3) E-commerce mode provides a good way to obtain intellectual property protection. In the E-
commerce environment, new ways can be used to obtain intellectual property rights. For 
example, relevant applications can be submitted to the national intellectual property authority 
to confirm intellectual property rights. This way of obtaining copyright and patent in the form 
of electronic application is faster and more convenient than the traditional intellectual property 
application procedure. 
4) Intellectual property is an important legal means to protect relevant data and information in 
E-commerce activities. When the oblige finds that important information and data in E-
commerce activities are stolen or tampered with, he can safeguard his legitimate interests in 
accordance with the intellectual property law. 

3. Main Infringement Modes of Intellectual Property Rights in E-
commerce Environment 

(1) Infringement of copyright 
Without the permission of the oblige, the infringer can freely use, copy and reprint the oblige 
works online or produce pirated copies for profit. For example, the pictures on the Internet are 
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arbitrarily used by the website, and a music authorized by law is arbitrarily forwarded and used 
on the Internet, which also belongs to an illegal act and constitutes copyright infringement. 
(2) Infringement of trademark rights and domain names 
Trademark is the symbol of an enterprise. Any enterprise can establish its image and obtain 
benefits through its own registered trademark. There are some differences between 
trademarks in the network and traditional trademarks. Many electronic transactions on the 
Internet are closely related to trademarks, such as trademark infringement in online 
advertising and online links. When we see and open the advertising link, if the product we want 
to buy does not pop up, there may be some infringement problems. 
Domain name is also an important symbol of corporate image. In recent years, the legal disputes 
caused by domain names are increasing, such as the registered network domain names contain 
the keywords and letters of other people's registered trademark texts, and various legal 
disputes caused by the malicious registration of the domain names of famous actors or 
international brands as their own domain names. When these infringed people can’t solve the 
problem through the law, they can only spend a huge amount of money to buy back their 
domain names. 
1) Malicious cybersquatting of domain names. 
This kind of behavior mainly refers to the malicious behavior of maliciously registering and 
preempting the use of other people's domain names, and using illegal means to register other 
people's registered trademarks and business organization names as their own domain names. 
The most common case of domain name cybersquatting is that the perpetrator, knowing that 
other people have the right of famous trademarks, trade names and other special characters, 
preemptively registers as his own proprietary domain name, and then sells it to the intellectual 
property owner or other competitors at a high price. There are still many unused domain names 
after registration. The purpose is to wait for the trademark owner to buy back his trademark 
from the registrant, so as to obtain rich profits and make the trademark owner suffer losses. 
There have been many similar cases in China. For example, "Chang Hong", "Haier" and other 
enterprises found that their domain name had been maliciously registered by others when 
registering the domain name, and finally had to buy back the domain name at a high price, 
which suffered serious losses[2]. 
2) The act of arbitrarily tampering with or using the trademark name and logo of others. 
The perpetrator uses the registered trademark name and special characters of others on his 
own web page, or makes the product name in his web page connection by tampering with the 
logo of others' registered trademark. There is also a case that the logo of some well-known 
trademarks is set as a web link portal on their own web pages to defraud users of clicks or 
mislead consumers to buy products with their trademarks[3]. 
3) Trademark infringement caused by search engine. 
This kind of infringement is usually invisible, and many users will inadvertently involve 
infringement. When network users search for information through search engines, it is possible 
to pop up other relevant search information. When users use or copy this information, it may 
constitute infringement. For example, Baidu search is a typical example. When users enter 
keywords in the search bar, Baidu will provide users with more words related to it. However, 
if Baidu's search engine does not purchase the text or other information resources from the 
trademark owner of the word and directly hand them over to users for search, it will constitute 
infringement. The user may constitute indirect infringement[4]. 
(3) Infringement of patent rights 
As we all know, you can't apply for a patent without novelty. Novelty requires that the patented 
technology is not within the scope of the prior art. There is a certain conflict between the 
disclosure in the existing novelty standards and the novelty identification standards in E-
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commerce. The openness and boundlessness of the Internet have brought new challenges to 
the patent disclosure system. Once a patented technology of E-commerce is publicly used on 
the Internet, it means that it is publicly used all over the world. Therefore, when a patent 
application in E-commerce is found to have no novelty due to its public use, what principle 
should be used to judge the novelty? Is the general technology publicly used in the network still 
creative and novel? Does it meet the criteria for patent application? These problems need to be 
further discussed. 

4. Countermeasures for Intellectual Property Protection in E-commerce 
Environment 

(1) Legal protection 
1) Improve relevant legislation and strengthen institutional constraints. 
The most important thing in E-commerce activities is to formulate relevant laws to protect 
intellectual property rights in line with the background of E-commerce, and formulate special 
regulations to manage intellectual property rights in E-commerce activities. For example, China 
can formulate corresponding implementation regulations according to international 
conventions; The author and performer control the transmission network according to the 
interactive system (including the Internet) of the claim, and can also bring the important 
information and numbers in the electronic media into the scope of traditional information 
reproduction. At present, China has begun to implement the E-commerce law. However, 
because the legislation speed of intellectual property rights can not catch up with the 
development speed of E-commerce, some information in E-commerce activities has become 
imitations on the Internet and spread rapidly. Therefore, we should pay attention to improving 
laws such as patent law and commercial standard law, and revise policies and regulations 
related to domain name protection. 
2) Increase penalties for infringement. 
Severely punish infringement and illegal acts in key areas such as patent and trademark 
infringement; Increase the amount of compensation for infringers; We will severely crack down 
on malicious acts such as trademark malicious registration and abnormal patent application. In 
order to further strengthen criminal judicial protection, if the infringer's infringement is too 
serious, he can be investigated for criminal responsibility through criminal procedure. 
Strengthen the crackdown on copyright and patent infringement and system construction, 
explore and improve the data-based supervision mechanism, carry out various crackdown 
actions, and continue to cooperate with law enforcement departments to crack down on illegal 
acts. 
3) Strengthen law enforcement. 
Supervise the law enforcement related to intellectual property in E-commerce in real time to 
provide guarantee for the protection of intellectual property. Law enforcement organs may 
establish a system of rewarding the good and punishing the bad to improve the effectiveness of 
law enforcement. Realize the disclosure of government law enforcement information and the 
implementation of relevant laws and regulations, increase the disclosure of case information of 
law enforcement organs, and accept the supervision of the public. 
4) Strengthening international cooperation. 
China can actively carry out overseas lecture tours, hold intellectual property round tables, 
strengthen cooperation and exchanges with relevant countries and organizations in intellectual 
property protection, and find countermeasures more suitable for China's intellectual property 
protection. The problem of intellectual property protection in E-commerce is globalized. 
Although the legislation of intellectual property protection in each country is different, the 
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labor achievements of each intellectual property owner will be respected and protected by 
people all over the world. Therefore, it is very necessary to strengthen international 
cooperation and exchange. 
(2) Technical protection 
At present, there is still a certain gap between the network technology means of protecting 
intellectual property rights in China and some developed countries. Therefore, we must 
strengthen scientific and technological research and development, and strengthen the 
protection of intellectual property rights by developing advanced technical means such as 
source tracking, information retrieval, intelligent identification and encryption systems. For 
example, intelligent identification can quickly identify whether the product is genuine, and the 
tracking system can quickly locate the infringement, so as to find the infringer faster and more 
accurately. We can also build an encryption system through technical means to prevent 
infringers from improperly using important business information, so as to more effectively 
protect the security of the information base. When dealing with intellectual property cases and 
carrying out judicial activities, the introduction of intelligent investigation system can promote 
law enforcement and judicial departments to identify the facts of the case efficiently. 
(3) Economic protection 
1) Strengthen incentives and incentives to rationalize benefits. 
For example, if a collective or individual has made significant contributions to the protection of 
intellectual property rights, the collective or individual shall be given appropriate rewards or 
commendations. Governments at all levels should strengthen the recognition of advanced 
workers in intellectual property protection and outstanding participants in society and give 
appropriate rewards. Further improve the reward mechanism for reporting in E-commerce 
activities, give appropriate incentives to informants, and stimulate the enthusiasm and 
initiative of the public to participate in intellectual property protection. 
2) Urge enterprises to establish professional intellectual property protection departments. 
The government can issue guidelines for the protection of intellectual property rights of 
enterprises, formulate model contracts and other operating guidelines, encourage employees 
of small and medium-sized enterprises to strengthen the learning of risk prevention knowledge, 
establish departments dedicated to the protection and management of intellectual property 
rights, and formulate management methods suitable for the enterprise, so as to form a unique 
intellectual property protection system of the enterprise. 

5. Conclusion 

The competition in the 21st century is more the competition of knowledge, and people 
gradually realize the importance of knowledge. Intellectual property rights play an important 
role in promoting international economic development, technological means and international 
comprehensive strength. E-commerce activities have brought a lot of convenience to our life, 
but at the same time, it has also brought the infringement of intellectual property rights, and 
the protection of intellectual property rights is facing new challenges. In order to better protect 
intellectual property rights in E-commerce activities, we must formulate a relatively perfect 
legal system. In the E-commerce law, clear regulations should be formulated to protect 
intellectual property rights, and specific legal provisions can be used for reward and 
punishment under reasonable circumstances; In addition, remedial measures can be taken to 
arrange publicity activities in the society to enable more people to pay attention to the 
protection of intellectual property rights in E-commerce, so as to make China's E-commerce 
flourish and develop. 
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