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Abstract 
Electronic money not only saves human and physical costs, but also breaks through the 
limitation of space, simplifies the transaction process and greatly facilitates people's life. 
Although electronic money brings many benefits, its hidden potential threats also follow, 
so it must be prevented. This paper mainly analyzes the risk of e-money, and obtains 
effective preventive measures. 
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1. Introduction 

Nowadays, with the rapid development of network economy and the rapid progress of science 
and technology, we have entered a new economic era, that is, the era of electronic money. As a 
product of electronic finance, electronic money not only improves the efficiency of financial 
services, but also facilitates the public. The rapid economic development will inevitably lead to 
an increase in demand. People hope to have more convenient transaction methods and simplify 
the payment process, while commercial institutions hope to improve the efficiency and 
operation speed of transactions. Electronic money has become the main means of transaction 
and payment instead of traditional paper money, which has shown a worldwide development 
trend. However, the following is the increasing risk of e-money. The main risks are payment 
risk, operational risk, legal and institutional risk, credit risk and so on. Therefore, it is 
imperative to strengthen the prevention of e-money risk, so as to promote the healthy 
development of e-money and social economy. 

2. Overview of Electronic Money 

2.1. Definition of Electronic Money 
There are two types of e-money in the narrow sense and broad sense. The narrow sense mainly 
includes smart card and e-money circulating on the Internet, as well as some hybrid e-money 
such as visa cash and mondekska. In the broad sense, including the narrow sense of e-money, 
there are also financial electronic data exchange and traditional retail business payment. 
Compared with other types of money, electronic money has lower preservation cost, less 
circulation cost, lower use cost and standardization cost, so it has significant advantages of 
payment intermediary. 

2.2. Types of Electronic Money 
Electronic money can be divided into card based and network-based forms. The main 
components of card based e-money are various bank cards issued by financial institutions and 
various stored value cards issued by non-financial institutions. Net based e-money mainly 
refers to that customers usually deposit their funds in the corresponding remote computer 
terminal on the Internet, and then request the transfer of funds by the Internet or other 
intelligent devices. According to the international definition of e-money, the e-money in the 
third-party payment platform belongs to the network-based e-money. From the current 
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domestic situation, the main platform has WeChat, Alipay payment and other three party 
Internet payment and third party mobile payment. From the perspective of China's situation, 
the common ones are shopping malls' consumption stored value cards, public transport stored 
value cards, online game recharge cards, mobile communication recharge cards and online 
virtual currencies that simulate the function of real currency. These belong to a certain degree 
of generalized concept of electronic money, which is essentially an electronic storage voucher 
and is based on the prepayment mechanism.2. Risks of electronic money. 

3. Risks of Electronic Money 

As a new means of payment, e-money not only plays an important role in promoting the 
development of e-commerce, but also further meets people's pursuit of a convenient and 
efficient life mode, and has become a new trend of economic and monetary development. 
However, this new payment method is based on a highly open network environment and lacks 
perfect legal supervision. Therefore, there are many hidden risks, which are easy to cause 
economic losses to users. 

3.1. E-money Lacks Strict Legal Supervision 
Although the national level has noticed the huge risk of e-money, due to the late start and rapid 
development of e-money, the construction of relevant national laws and regulations is also in 
the exploratory stage, so it can not provide sufficient guarantee. The existing laws and 
regulations have no clear provisions on the issuer other than banking institutions, so the rights 
and obligations of the issuer cannot be clearly defined, and some criminals are easy to use legal 
loopholes for malicious fraud. In addition, the electronic money system and the whole 
transaction process lack effective supervision, which also provides convenience for tax evasion, 
anonymous money laundering and other illegal and criminal activities. In a word, the 
imperfection of the legal system will reduce the criminal cost of criminals and cause obvious e-
money risk. 

3.2. Risk of Disclosure of Customer Privacy 
Due to the lack of legal regulators, the amount of information held by both parties to the 
transaction is seriously asymmetric during the issuance of electronic money. The most common 
is that the issuance of electronic money takes a large number of terminal holders' personal 
information in the name of registration and grasps personal privacy in the form of 
questionnaires. As the issuing entity, or financial institutions, or legal institutions, or even 
individuals, they are generally engaged in personal and public key management, which involves 
real personal data information and belongs to the privacy part. Judging from the known privacy 
disclosure, China's social service system has a very obvious privacy data transaction behavior. 
In the process of e-money issuance, there is also the possibility of collecting and selling privacy 
data, which has brought losses and security crisis to the terminal holders of e-money, and there 
are major risks and hidden dangers of social public security system. 

3.3. Electronic Money Credit Risk 
E-money depends on Internet technology. Today's Internet technology is developing rapidly 
and many high-tech talents emerge, which will lead to some people with ulterior motives who 
will use their professional knowledge to attack the e-money system and obtain huge illegal 
profits. Once such a thing happens, it will seriously affect customers' recognition of e-money, 
and people will lose trust in e-money, which is very unfavorable to the development of e-money. 
In addition, the security authentication standards of e-money are not unified, and there are still 
hidden dangers in network security, which can easily lead to the theft of customers' data and 
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trading transactions, and more likely to lead to liability disputes such as capital loss, which will 
make people lose trust in e-money. 

4. Countermeasures of Electronic Money Risk Prevention  

The problems faced by e-money are more prominent. Once these risks actually occur, they will 
bring serious hidden dangers of property, and even threaten the country's economic 
development and social security and stability. Of course, in the face of risks, adopting a 
comprehensive ban is tantamount to abandoning food for choking, which deviates from the 
development law of scientific and technological progress. In order to ensure the sound 
development of e-money, efforts must be made from all aspects to minimize the harm of various 
risks. 

4.1. Strengthen the Construction of Laws and Regulations 
The role of law can not only form a deterrent and prevent trouble, but also provide punishment 
basis for illegal acts and make the follow-up work orderly. Therefore, the risk management of 
electronic payment must be effectively supported by laws and regulations. First, we should 
make legal requirements for the qualifications of issuers, clarify their rights and obligations, 
improve the standardization and stability of e-money issuance, and protect the legal status and 
legitimate rights and interests of e-money holders. Second, clarify the illegal consequences of 
e-money. The criminal acts in electronic money transactions mainly include counterfeiting, 
illegal possession, malicious fraud, tax evasion and money laundering. Each act must be clearly 
defined from the legal level and the corresponding punishment results.  

4.2. Clearly Stipulate the Protection of the Privacy of Electronic Money 
For the problem of personal privacy disclosure, in order to prevent the privacy transaction 
behind the electronic currency transaction, it is necessary to fundamentally establish laws and 
regulations on information confidentiality and personal privacy protection. Strictly investigate 
the responsibility of e-money legal persons or individuals for maliciously collecting, disclosing 
and selling private data. If the entity qualification for issuing electronic money is cancelled, the 
admittance qualification can be cancelled for life if necessary, and the tainted record can be 
made in the public system. If a crime is constituted, criminal responsibility shall be investigated 
according to law, so that the legal person organization can fear the power of the law, and 
strengthen the risk management of private data in the process of electronic money issuance. 

4.3. Guard Against the Credit Risk of Electronic Money 
(1) We will implement the Qualification Access System for e-money issuers and strictly 
standardize the market access conditions of issuers. At the same time, we should also carry out 
real-time control over the institutions approved to issue e-money and conduct regular 
qualification review to prevent immeasurable currency disputes, damage the legitimate rights 
and interests of customers and affect the reputation of e-money issuers. (2) The government 
should intensify the crackdown on criminal activities in e-money, formulate strict relevant laws 
and regulations, and severely punish some criminals. Only in this way can we enhance the social 
credibility of e-money and enable people to use e-money with confidence. At the same time, the 
issuing institution should also establish a good credit evaluation mechanism, analyze and 
predict the customer's reputation and property, verify and back up the customer's digital 
certificate, so that the transaction can be verified later. (3) Unify the security certification 
standards of e-money, strengthen the security performance of e-money system, and strictly 
protect customers' information and property, so that customers can safely and boldly use e-
money. In addition, the software and hardware of the electronic money system should also be 
checked and updated regularly to prevent loopholes. We should strengthen the technical ability 
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of personnel, improve the technical guarantee level of e-money, and improve the anti-
counterfeiting and anti-counterfeiting ability of the system, so as to maintain the stability of the 
money market and prevent reputation risks. (4) Increase the promotion and education of e-
money. First of all, we can use advertising, network, binding with life service software and other 
ways to attract consumers' attention to e-money, so that they can have a more comprehensive 
and clear understanding of e-money, so as to attract more customers to use e-money. At the 
same time, we should take a positive attitude to use e-money and strongly encourage customers 
to use e-money. 
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