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Abstract 
Edge Computing (EC), as tourism consumer decision data, is processed in a timely and 
effective manner in the source's vicinity and provides computing, network, and storage 
resources integrated platform. Therefore, it has become the Internet of Things (IoT) 
industry platform for Edge Computing (EC) in the tourism decision model. EC has 
unexpected security and privacy issues, and the traditional scale does not fully meet the 
requirements of edge computing. The proposed Message Data Authentication Digest 
(MDAD) algorithm is used to sender share secure tourism consumer model data to the 
receiver to resolve this problem in Edge Computing (EC). IoT rapidly growing 
interference between the use of the Internet and tourism consumer model decision 
model resulting in many things collect data with many things device. EC flexible tourism 
consumer model data connection meets real-time service, data optimization, and the 
digital industry's needs for process intelligence at the same time. Encryption is the 
process of converting the original information that cannot be recognized format. 
Decryption, to convert the encoded data, can an understandable form reading format. A 
lightweight private key agreement protocol is configured based on self-certification of 
public key safety and resource constraints EC communications equipment for privacy 
protection. The proposed system and IoT include authentication, data confidentiality, 
and audit capabilities to provide security guarantees in Edge Computing (EC). The 
proposed simulation gives a good result compared to other previous methods. 
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1. Introduction 

In recent years, the rapid development of the IoT is, have to promote social and economic 
development. Thus, by introducing a cloud computing at the edge of the network, the capability 
of computing the edge to achieve these requirements is important. It focuses on the current 
edge of calculating IoT application architecture (conductive adhesive). The concept of EC- the 
Internet of things, to investigate the current export credit agencies of the opportunity of things 
and potential research, the Internet. Connect defines the IoT of EC- as computing architecture 
that includes the IoT edge providing a specific service, cloud computing device, software, 
network protocols, and infrastructure. IoT device comprises smart devices, sensors, actuators, 
and its interaction with each other, to communicate with the end-user. IoT devices are under 
central control, edge device located in the network that is located in the cloud is managed by an 
edge device, it is fixed. 
Export credit agencies, the Internet of things, has proposed to support the application of the 
internet of things. Some of the export credit agency, Internet of Things is proposed service-
based architecture configuration, to shorten the time to wait for to reduce costs other export 
credit agency of things focus, the Internet, the data arrangement but will focus on solving the 
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problem. Part of the export credit agencies, the Internet of things also uses the orchestration of 
the software-defined network, can focus on network management. Besides, some of the 
conductive adhesive IoT - the aim is to analyse large amounts of data generated by the IoT 
devices. 
Cloud computing IoT terminal device, edge and user: IoT architecture edge centre, consists of 
four main parts. Into account, the architecture of the design takes the characteristics of the 
specific network of existing resources and all of the parties. Users of their lives more convenient, 
and to make more frequent, the use of smart of IoT applications, they are the IoT of direct 
interaction with the place of the IoT terminal equipment to communicate with the terminal 
device, the cloud it provides an interactive interface by and edge. IoT terminal device has been 
embedded in deeply the physical world. 
IoT-enabled devices have been used in industrial applications and a variety of business 
objectives. These applications will help these companies get a competitive advantage over 
competitors. It is work, activities, and cut off the flow of network services, however, a variety 
of smart devices due to excessive use of sharing and integration of data, privacy and data 
leakage, has become a serious concern for most companies. This, experts to overcome these 
threats, the problem is essential to ensure the continuity and stability of the services provided 
comprehensive security measures and policies to protect their business assets. For example, 
the smart kitchen house IoT is, hackers, to the company and/or work or gain access to sensitive 
personal data, can to be able to interrupt the source of business-process violation local network 
device It to enable the connection. 
Industrial control edge network / intelligent control system: Construction edge network by the 
number of monitoring and control terminals in the form of an ad hoc network often. Edge 
network, it is possible to collect all kinds of manufacturing information, can process the 
information locally. In many cases, you can perform the intervention in real-time. Besides, 
industrial control edge network, can be connected in the vicinity of the edge centre, and the 
centre is received, and management. Edge Centre/management and control centre is an entity 
in charge of the management of access control rights of manufacturing an edge hypocrites 
management and control centre near the terminal edge network devices. These production 
terminal form will manufacture the edge network. At the same time, is connected near the 
management and control of the running production edge network is managed through the 
centre. 

2. Related Work 

Edge computing paradigm of the bridge IoT to realize the integration of physical space and 
cyberspace Internet of Things. It requires effectively the huge amount of data to be processed 
at the edge of the mass production of physical objects [1]. This situation as soon as possible 
improves its performance, to strengthen, you need fresh ideas and frameworks in the design 
and management of computing edge. The ultimate goal is highly automated, the proposed 
perspective from intelligent edge computing systems and software-defined network-physical 
mapping is to achieve the principles calculation of the edge [2]. 
Integration and edge computing Internet of Things (IoT) is currently the hot spot of the new 
research [3]. However, the lack of trust between the IoT edge devices has prevented the 
universal acceptance of IoT edge computing as a computing service of outsourcing. To increase 
the adoption of IoT edge applications calculation, first, the IoT edge computing architecture 
should establish an efficient reliable calculation mechanism to alleviate concerns for many 
users [4]. Lightweight trust mechanism high reliability has been proposed originally for IoT 
edge device based on multi-source feedback information fusion. 
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Along with the development of the Internet of things technology, as a smart factory, in the 
various fields of smart cars, use the value-added services that this new technology has to offer 
[5]. Further, techniques such as these Mobile Edge Computing (MEC) and network slicing 
Internet of Things could not be supported before and provides another opportunity to support 
more advanced, real-time services. However, simply integrating these technologies Internet of 
Things, respectively, it does not take full advantage of the reduction of the priority of MEC and 
networks slicing or latency and traffic [6]. 
IoT is used for temperature monitoring, such as the measurement of energy consumption 
requires a cloud infrastructure for data analysis. Traditionally, the cloud service has been 
carried out in a big data centre in the core network. Core cloud, to meet the centralized service 
and low latency requirements and provides high computing power and a reasonable response 
time [7]. However, to collect information, IoT devices and data volume to turn it into a core 
cloud infrastructure is expected to explode, as in particular, not a long-term scaling solution [8]. 
The effective solution is scalable, even at the cloud level in the network level, IoT analysis to 
distribute the edge of the core cloud and network (e.g., initial analysis of big data analysis at the 
edge cloud and core cloud). 
The current of a highly virtualized data analysis and decision-making process from the wireless 
network platform and the IoT application to run the system of the existing centralized 
architecture of things [9]. These existing methods, in waiting time and traffic, as a result, the 
high overhead caused by the response time of the network, the probability of encountering 
several issues and problems related to the dynamics of the network are high [10]. To avoid 
these problems in the network, to realize the utilization of resources, the highest level of the 
new model, called the EC has proposed a way for the development of the new era of applications 
and services. 
Edge computing, recently, to provide a special delay guarantee for delay-sensitive applications, 
appears to extend the cloud computing quality of service [11]. Off-load compute-intensive 
workload to the edge server, the quality of the network transmission delay and transmission 
energy consumption, by calculating the experience can be greatly improved [12]. However, it 
becomes impossible to computing resources of the edge server to respond quickly to rupture 
computing demand, it is very scarce. 
The Internet inch netbook of the transmitted data mono IoT uses a complex network to control 
the real-world infrastructure [13]. However, for the IoT device to efficiently perform the locally 
computationally intensive tasks of storage, including processing and communications 
resources, computing power is limited. Edge computing, IoT analyses the problem of resource 
constraints device edge by causing the near computing [14]. The entire network will reduce 
intensive computing, to overcome the pressure of the waiting time problem in the Internet of 
Things provides distributed edge node. Therefore, the edge will calculate the low-cost solution 
for computationally intensive tasks to the present. 
The Internet of things, not only to enhance the functionality of the scope, the Internet and cloud 
computing combines [15]. However, it shows that do not have to deal with important safety and 
efficiency of the problem. Attack from the inside, but occupies a large part of the problem on 
the relevant security, you will not be able to traditional security strategy to deal with effectively 
these attacks [16]. In addition to repeatedly / same service requirements increase, the 
efficiency of the IoT and cloud computing services are severely affected. In this article, based 
on the dynamic balance calculations edge and reliability evaluation mechanism and cloud 
computing, integrated service template, and propose a new architecture for solving these 
problems [17]. 
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3. Proposed Methodology 

Edge Computing (EC) includes pressing the network edge to the tourism consumer decision 
model data storage, processing, and analysis. The change of edge force is calculated, and society 
to affect, its privacy and security issues, is due to information of the methods that are being sent 
are saved, the receiver in this change on the sender and receiver will respond. The IoT data is 
typically transmitted continuously by applying the cloud to the centre of the central storage 
device. Some IoT data applications require low latency and may need real-time processing in 
Edge Computing (EC).  
 

 

Figure 1. Proposed diagram for Edge Computing Privacy Protection 
 
Figure 1 defines the tourism consumer decision model data collection using IoT about tourism 
places data to securely using Message Data Authentication Digest (MDAD) algorithm is used 
encrypt the data for secure communication and receiver decrypt the same file in reading format.  

3.1. Tourism Consumer Decision Model Data Collection Using IoT 
As part of daily life, the Internet of things (IoT) is an innovative model conceived to provide a 
large number of applications, especially for the tourism consumer decision models. Millions of 
smart devices, communications, and surveillance are located in a complex network to provide 
dynamic functions, including control of critical infrastructure.  IoT is used to collect the tourism 
consumer decision model data stored in Edge computing. 
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3.2. Tourism Consumer Decision Model Data Encryption Using Message Data 
Authentication Digest (MDAD) Algorithm 

The tourism data encrypting the original information is converted into a format unrecognizable 
process. Encryption to help protect consumer decision model data.  The Tourism data 
encryption method is an example of the sender sending important data about tourism 
consumer decisions. Public key encryption, the key, need a public key, and private key pairs 
associated with it is the necessary entity to authenticate the identity or encrypted data. Each 
public key is published, and the corresponding private key is kept secret because the 
unauthorized user cannot access the data private data. 
MDAD algorithm steps: 
Stage 1: Begin the process; 
Stage 2: Collect Tourism consumer decision model-related data T_1 T_2….T_n; 
Stage 3: Upload the files in Edge computing; 
Stage 4: Encrypt the Tourism consumer decision data using MDAD algorithm; 
Stage 5: End process. 

3.3. Decryption 
Decryption is the readable format or understanding process that converts the encoded/ 
encrypted data meaningful format. The receiver receives a basic encrypted document from his 
/ her employees and is an example of its decryption method of decrypting. 
 

 
Figure 2. Data security circuit diagram 

 
Figure 2 defines the connect defines the IoT of EC- as computing architecture that includes the 
IoT edge providing a specific service, cloud computing device, software, network protocols, and 
infrastructure. IoT device comprises smart devices, sensors, actuators, and its interaction with 
each other, to communicate with the end-user. IoT devices are under central control, edge 
device located in the network that is located in the cloud is managed by an edge device, it is 
fixed. 
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4. Result and Discussion 

In recent years, with the advent of Edge Computing (EC), have to explore the edge to calculate 
the design base to tackle the challenges on many researchers' IoT security. Edge Computing (EC) 
will provide a new place for new and deploy a comprehensive security solution for IoT tourism 
consumer decision model data design by maximal data privacy protection from the end device 
to the edge lay. These are to design a target to meet most of the security needs of the end device. 
 

Table 1. Simulation Restrictions 
Restrictions Values 

File size 512 MB 
Language C# 

Tool Visual studio 
Processor Intel core 5 

 
Table 1 describes the tourism consumer decision model data proposed implementation process 
Message Data Authentication Digest (MDAD) compared with previous algorithms are Twofish 
Encryption Algorithm (TEA) and Blowfish Encryption Algorithm (BEA). 
 

Table 2. Exploration of Security performance 
No of files (MB) TEA (%) BEA (%) MDAD (%) 

15 65 70 83 
20 60 65 89 
25 55 58 93 
30 48 50 97 

 
Table 2 defines the proposed tourism consumer decision model data based on Edge Computing 
(EC) and IoT data. 
 

 
Figure 3. Exploration of Security performance 

 
Figure 3 defines exploration Security performance for tourism consumer decision model secure 
communication-based Edge Computing (EC) and IoT. The proposed Message Data 
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Authentication Digest (MDAD) 97%. Twofish Encryption Algorithm (TEA) security 
performance result is 48%, Blowfish Encryption Algorithm (BEA) result is 50%. 
 

Table 3. Examination of Throughput performance 
Number of files (MB) TEA (%) BEA (%) MDAD (%) 

15 65 70 75 
20 60 65 80 
25 55 60 85 
25 45 50 95 

 
Table 3 describes the examination of throughput performance for tourism consumer decision 
model data based on Edge Computing (EC) and IoT data. 
 

 
Figure 4. Examination of Throughput performance 

 

Figure 4 describes the examination of throughput performance for tourism consumer decision 
model secure communication-based Edge Computing (EC) and IoT. The proposed Message Data 
Authentication Digest (MDAD) throughput performance 95%. Two fish Encryption Algorithm 
(TEA) security performance result is 48%, Blowfish Encryption Algorithm (BEA) result is 50%. 
 

 
Figure 5. Examination of Encryption and decryption time complexity 
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Figure 5 describes the examination of encryption and decryption time complexity for tourism 
consumer decision model secure communication-based Edge Computing (EC) and IoT. The 
proposed MDAD 33 sec, also the existing methods are TEA result is 51sec, BEA result is 54 sec. 
Natural Science Foundation. 

5. Conclusion 

Edge Computing (EC), as tourism consumer decision data, is processed in a timely and effective 
manner in the source's vicinity and provides computing, network, and storage resources 
integrated platform. Data encryption, it is anyone, is the process of converting the information 
that the intended recipient cannot understand. Decryption, so that it becomes understandable 
again, it is the process of converting the encrypted information. A lightweight private key 
agreement protocol is configured based on self-certification of public key safety and resource 
constraints EC communications equipment for privacy protection. The proposed system and 
IoT include authentication, data confidentiality, and audit capabilities to provide security 
guarantees in Edge Computing (EC). The proposed Message Data Authentication Digest (MDAD) 
given result are security performance result is 97%, throughput performance result is 95%, 
Encryption and decryption time complexity result is 33 sec and the proposed simulation gives 
a good result compared to other previous methods. 
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