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Abstract 
Facing the hidden dangers brought by digital currency, the supervision team should 
enrich the relevant constitutional provisions, speed up the innovation of information 
technology, improve the alarm and disclosure of hidden dangers in digital currency, and 
set up the supervision system in digital currency to reduce and solve the financial hidden 
dangers in digital currency. 
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1. Introduction 

 Under the interference of the development of information technology and the change in the 
international situation, the global financial regulations are undergoing great changes, and the 
interference of digital currency in the treasury society is also growing. Under the interference 
of various unofficial digital currencies such as Bitcoin, financial technology interferes with the 
peace of currency and trading system and affects the financial stability of the country. Especially 
with the support of new technologies such as regional development, the benefits of digital 
currency are becoming more and more obvious. However, due to its huge hidden dangers, China, 
Japan, and other countries have begun to explore new financial aspects such as payment, 
transaction, parameter certification, etc., which are difficult to crack digital currency's 
technology. 

2. What is Digital Currency? 

Money has always played an important role in the past human existence and development. With 
the development of society, the materials of money have also shown new characteristics, from 
the initial product exchange to various kinds of physical money, then to metal money, and then 
to the development of information money. With the support of regional development and the 
Internet, the exploration and innovation of international currency are slowly joining the stage 
that digital currency is difficult to crack. The development of digital technology has promoted 
the innovation of the global financial system, but at the same time, it has brought huge problems 
to the global financial system. 
As can be seen from the above description, the universal digital currency includes electronic 
money, non-physical money, and digital currency, but there are significant differences between 
them. Electronic money is the digitization of paper money. Except for the difference between 
physical goods and payment, its characteristics are the same as those of paper money. For 
example, Alipay, WeChat Wallet, and other software belonging to electronic money all have 
corresponding prescribed monetary value as protection. Non-physical money is the product of 
the Internet stage, but not real money. It can conduct transactions by specifying the currency 
to ensure the circulation of the non-physical market. Just like game money, it can't be used as 
money in practice. Digital currency is both in compliance with the legal requirements and non-
compliance with the legal requirements, and will soon play the same important role as the 
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prescribed currency in the future. From the constitutional perspective, the constitutional 
positioning of electronic money and non-physical money is clear, while the constitutional 
positioning of digital currency has not yet been determined, so we can only roughly judge its 
future positioning. 
From the provider's point of view, both electronic money and non-physical money have the 
information protection of providing companies or groups, so that the owners can know their 
meaning. However, digital currency is provided by non-governmental organizations, and the 
owners cannot know its actual meaning. Under the condition of key technology, electronic 
money and non-physical money depend on digital technology on the Internet, while digital 
currency relies on regional development technology. 

3. Digital Currency and Financial Risks 

The digital currency has the characteristics of freedom, certain security, and no manipulation 
by any group or individual that traditional currency does not have, and it can also protect the 
privacy of financial traders. And the cost of creation and exchange is low so that the transaction 
is fast and convenient. If it is used for cross-border transactions, it can break the location 
limitation and reduce the interference of small changes in the exchange rate. At the same time, 
digital currency can guarantee the equality of exchange rules and reduce the probability of 
inflation. 
Money that is difficult to crack by numbers is an innovation of payment method, which 
accelerates the transfer of funds in the region. It can also promote the transformation of 
traditional financial transactions, create new ways of income, promote the innovation of 
electronic financial services and products, and provide an important boost for economic 
development. However, there are also huge underground hidden dangers in digital currency, 
which may bring financial hidden dangers to the monetary management of the central bank if 
it is not controlled in time. 
In addition, the rapid development of digital currency often precedes the change of the central 
bank's monetary regulations, which may make the bank's management likely to be attacked by 
theft and coordination, which may instead push the central bank to offer digital currency on its 
initiative. In addition, it will interfere with financial market infrastructure, central bank 
currency tax, financial peace, the implementation of currency regulations, the existence of 
regulations, price bubbles, and technological risks. 

4. Factors that Interfere with China's Digital Currency Security 

4.1. The Constitutional System is Not Perfect 
Traditional currency is usually limited to the prescribed currency. Although the digital currency 
has no physical status, it is the same as the traditional currency in financial characteristics and 
financial equipment. In terms of payment and settlement, digital currency is a key component 
of regional development, because there are still many blind spots in the constitution and great 
uncertainty in supervision, such as Bitcoin, a typical hard-to-crack currency. The current 
constitutional provisions are mainly aimed at the real currency, but not at the digital currency. 
The monitoring system is also difficult to meet the relevant management requirements. The 
standards of intermediary service providers, such as platforms and intermediaries, lack the 
legal requirements and unity. 
From the perspective of provision, digital currency relies more on provision and circulation. 
However, due to the lack of supervision, both parties to the transaction lack clear constitutional 
rights and responsibilities, and it is difficult to guarantee the realization of participants' rights 
and interests. In addition, due to the lack of uniform trading rules and relief provisions, in the 
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case of rights disputes, it is difficult to determine the constitutional obligations of the parties, 
and it is difficult to provide relief and compensation, which will cause significant interference 
to public interests and monetary regulations. 

4.2. Information Security Level is Not Enough. 
Based on digital currency's regional development science and technology, all participating 
nodes need to download and save more parameters, and the whole network has joined the 
process of saving and verifying, which increases the burden of saving and the cost of parameters, 
and puts forward higher requirements for the preservation function of regional development 
science and technology. Generally speaking, digital currency is stored in electronic equipment, 
which is easily interfered with by external reasons. If the equipment is lost or damaged, it will 
directly cause the loss of the stored parameters. The provision and transaction of digital 
currency under regional development technology need to be confirmed by the whole network, 
which is time-consuming and laborious. The relationship between authenticity and news is 
difficult to coordinate. In addition, although more complicated mathematical methods and 
higher security methods are used in the regional development of science and technology, due 
to the rapid development of information technology, hacking methods will also increase. 
Therefore, it is necessary to launch a large number of explorations and innovations on hard-to-
crack technologies to cope with various security risks in the future. 

4.3. Information Disclosure Regulations are Not Perfect 
Digital currency's information hidden trouble comes from its dissociation, people's trust in 
intermediary groups, and the characteristics of asymmetric information between the two sides. 
Because digital currency has not been recognized by relevant national organizations, it is easily 
interfered with by market forecast, which leads to the constant fluctuation of price; If 
intermediary organizations can't build enough prestige, they will directly interfere with foreign 
exchange transactions and recover the losses caused by customer loss and capital transfer to 
the maximum extent; Digital currency is highly centralized, lacks sound management methods 
and standards, and has asymmetric information, which also increases information hidden 
dangers. 
From the perspective of consumers' interests, transactions in digital currency must rely 
entirely on the Internet, and the transaction process contains all aspects of investors' private 
and key information. No matter the wrong stage or the piracy stage, information will be 
revealed, so investors must bear financial losses. In addition, the information of the whole 
transaction process is kept by card issuers and platforms. In commercial disputes, it is difficult 
for investors to obtain sufficient proof, and they are in a disadvantageous position in the 
transaction, and even their financial interests are damaged. 

4.4. Lack of Global Supervision and Coordination Rules 
In the transaction and payments, there is a great demand for international digital currency, 
which causes the price increase. Under the temptation of huge interests, it is natural to develop 
a variety of vicious profiteering methods and criminal acts such as tax evasion and money 
laundering. It is necessary to build a rich supervisory constitutional system to supervise them. 
There are many kinds of providers in digital currency, which have the characteristics of 
dissociation, and will face greater and more complicated difficulties in supervision. Because its 
network nodes are relatively free, it is difficult for the monitoring personnel to monitor and 
obtain complete parameters in real-time. The concealment of digital currency protects the true 
identity of merchants, and at the same time, it makes it difficult for supervisors to obtain the 
true identity of merchants according to distributed account records, and it is easy to be used by 
violators, which increases the difficulty of investigating and handling related violations. 
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Therefore, how to achieve coordination between information protection and information 
sharing is an urgent problem to be solved by various supervisory groups. 
In other aspects, there are also some reasons, such as investors' lack of constitutional concept, 
the change of supply and demand of popular money, and the uncoordinated development of 
countries around the world. If investors don't have enough constitutional ideas to distinguish 
between good and bad, and digital currency suppliers often have operational defects and low 
crisis management ability, it will soon cause more complex operational risks. 

5. Countermeasures to Reduce Financial Risks in Digital Currency 

5.1. Enrich Relevant Constitutional Provisions 
The relevant team should enrich the constitutional provisions as soon as possible, and clarify 
the concept, supervision, and obligations of digital currency. Standardize transaction 
requirements and processes, and improve the transparency of transactions under the guidance 
of the Constitution. Standardize the scope of application of the Constitution, clarify the 
classification of relevant companies and industries, business scope and scope of application of 
Internet financial constitutional laws and regulations, and clarify the relationship between 
financial constitutional laws and regulations and supervision regulations of digital currency. 
And, the Anti-Money Laundering Law should be amended to apply it to transactions in digital 
currency. It is to reduce the probability of criminals using digital currency to launder money 
and prevent the abuse of digital currency. Improve the protection of investors in digital 
currency and introduce a series of property rights and consumer protection clauses. Issue the 
relevant industry standards of digital currency, define the import and export rules, rights, and 
obligations of all parties, and enhance the reputation of the digital currency market. 

5.2. Speed up the Innovation of Information Technology 
Speed up the innovation of key technologies in financial technology, build a system suitable for 
multi-scenario applications, and explore the satisfaction of the company. Fully reflect the 
scientific and technological benefits of private digital currency, optimize cryptographic theory, 
coordinate the conflict between convenience and security in digital currency, and promote the 
smooth transmission of monetary regulations. Improve the construction of digital currency's 
supply and trading software, improve the security level of network equipment, provide 
scientific and technological guarantees for digital currency's safe exchange, and improve the 
supply, payment, and supervision of supporting equipment construction. Combined with the 
application scenario of digital currency, advanced technologies such as large parameters and 
cloud computing are introduced to improve the smoothness of circulation. In terms of payment 
and settlement, and in terms of fiber grating infrastructure construction, it is necessary to 
vigorously improve the network bearing capacity. Develop account book science and 
technology, comprehensively record digital currency holders and various business information, 
increase innovation of mobile payment software, standardize regional development of science 
and technology application according to law, enhance the ability to resist cyber-attacks, and 
ensure the healthy development of the digital currency. 

5.3. Strengthen Hidden Danger Warnings and Information Disclosure. 
The relevant team should seriously solve the investor's dissatisfaction with the digital currency 
issue, regularly publish typical cases, and start the alarm and notification of hidden dangers as 
soon as possible. Relevant organizations and trading software should disclose problems and 
popularize relevant information in a language that investors can easily understand, and avoid 
exaggeration and false releases. Set up industry standards and self-discipline, and improve the 
self-discipline concept of the whole industry in digital currency. Strictly review the existing 
digital currency suppliers and vendors, and control the source of hidden dangers. Explore the 
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consumer protection system in digital currency, popularize targeted knowledge for different 
target groups, and improve financial investors' awareness of hidden dangers. Improve the 
concept of privacy, enrich hidden dangers and reduce groups, coordinate the needs of various 
stages, and maintain the trust of investors. Open dispute resolution channels, improve the 
efficiency of dissatisfaction resolution, and effectively resolve disputes. 

5.4. Build a Supervision System in Digital Currency. 
Advanced monitoring concepts should be introduced to enrich monitoring systems and 
measures, but over-monitoring should be reduced. Organize the management of illegal digital 
currency and enrich the supervision system, especially the rules of industry access, start-up, 
and multi-team cooperation. Promote the principle of moderate supervision, ensure the 
flexibility of supervision measures, and ensure slow and comprehensive supervision. Provide 
reasonable distribution of supervision resources according to hidden dangers and implement 
prudent supervision. Build a hierarchical coordination and supervision system, scientifically 
control providers and trading software, distinguish self-owned assets from customer assets, 
and avoid illegal occupation of customer funds. 

6. Conclusion 

On the whole, the digital currency has the incomparable advantages of popular currency, but it 
also has huge hidden dangers. The relevant teams should carefully explore the financial hidden 
dangers in digital currency, make improvements by enriching the relevant constitutional 
provisions, speeding up the information technology innovation, improving the alarm and 
information disclosure of hidden dangers in digital currency, and finding out the restrictive 
reasons for reducing hidden dangers. The digital currency supervision system should be set up 
to strictly reduce the financial risks in digital currency and protect the interests of investors. 
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