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Abstract 
While economic development has led to a more rational allocation of labor resources, it 
has also increased the risk of trade secret disclosure. This paper summarizes the reasons 
for the frequent occurrence of employees jumping ship with secrets and analyzes the 
main problems of non-competition agreements in practice by combing literature and 
bills from two aspects of enterprise management and the formulation of non-
competition agreements. The paper also analyzes the main problems of non-competition 
agreements in practice. It puts forward suggestions from four aspects, including 
enterprise management system, agreement validity, evidential techniques and legal 
provisions, to provide new ideas to solve the problem of trade secret leakage. 
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1. Background: Frequent Leakage of Secrets 

In recent years, the rapid development of the economy has promoted the flow of labor 
resources but also produced a "double-edged sword" effect. On the one hand, it allocates labor 
resources more reasonable and efficient. On the other hand, it also increases the risk of leaking 
commercial secrets and the core technology of the employer. Due to the late start of China's 
non-compete legal system, employees often use the original company's technical secrets as a 
"door knocker" to join new companies. This has become a major hidden danger of trade secret 
leakage. According to survey data, 60% of China's trade secret criminal cases and talent 
jumping related. The number of trade secret infringement cases in China climbed from 4 cases 
in 2008 to 264 cases in 2018, involving a range of industries from communications, electronics, 
and technical services to medicine, food, manufacturing and transportation. The losses ranged 
from hundreds of thousands at the beginning to a maximum of 35 million in 2019. The 
industries involved in the cases and the impact caused are expanding continuously (Lan 
Jianghua, 2019). Trade secrets occupy 70% of the value of enterprise knowledge property. 
Trade secrets occupy 70% of the value of enterprise intellectual property. Once it is stolen and 
leaked, the enterprise pays the huge cost and research and development efforts will be wasted. 
This leads to a serious lag in the overall development of the enterprise and brings huge 
economic losses to the enterprise. (Cao Wei, 2011). In practice, the "poaching" to obtain the 
phenomenon of trade secrets is common. Due to the difficulty of proof, the employer to defend 
the rights of the difficulty is relatively large. Therefore, in the processing of non-competition 
disputes, workers and employers should pay great attention. 



Volume 3 Issue 8, 2022 

DOI: 10.6981/FEM.202208_3(8).0011 

89 

Frontiers in Economics and Management 

ISSN: 2692-7608 

2. The Cause: Why Employees Jump Ship Will Lead to Trade Secret 
Leakage? 

2.1. Enterprise Management Loopholes Lead to the Leakage of Trade Secrets 
2.1.1. The Enterprise Lacks the Consciousness to Protect the Leakage of Trade Secrets. 
In terms of protecting trade secrets, prevention beforehand is far more critical than when relief. 
However, many enterprises do not take measures to protect trade secrets, develop strict trade 
secret management system and management process in advance. Only when the core secrets 
have been leaked and caused significant losses, they realize the importance of constructing a 
trade secret protection system. 
2.1.2. The Enterprise Lacks the Popularization and Education of Trade Secret 

Protection Law for the Staff. 
Enterprises do not protect trade secrets in this aspect of staff training, so many employees lack 
knowledge of trade secrets-related laws. They do not know that the leakage of trade secrets is 
illegal or even criminal behavior, so that inadvertently leaked trade secrets. Even due to the 
malicious competition between enterprises, they are tempted by the high price offered by other 
enterprises to sell the original company's trade secrets. 

2.2. Non-Competition Agreement Does Not Standardize, Leading to the Leakage 
of Trade Secrets 

2.2.1. Not Reasonable to Set the Scope of Non-competition, Resulting in a "Non-
compete" Purpose  Can Not Be Achieved 

The scope of non-competition includes business scope and geographical scope. In practice, the 
scope of business often occurs when the scope of business agreed upon in the non-compete 
agreement is unclear or too broad. The lack of clarity on the business scope of the non-compete 
will make it difficult for the departing employee to fulfill their obligations. Employees are likely 
to breach the contract due to inconsistency with the company's understanding of the agreed 
scope of the clause (Lan, Jianghua, 2019). A broad scope will lead to difficulties for employees 
to find suitable jobs thus leading to psychological imbalance. Their chances of jumping ship 
with their secrets are significantly increased. 

3. Analysis of Effectiveness: Problems of Non-competition Agreements in 
Practice 

3.1. The Scope of "Trade Secrets" is Unreasonable and Easily Invalidated 
Almost any information related to technology in the business activities of enterprises can 
constitute enterprise trade secrets (Li Weizhen, 2021). However, the specific definition of trade 
secrets in the agreement cannot encompass all of the above elements according to its definition 
in general. Although not explicitly stipulated in the law, the existence of legitimate protectable 
interests is the most fundamental point of non-compete agreements and is generally accepted 
as a necessary condition for signing non-compete agreements (Zheng Ruikun & Wang Fang, 
2007). However, in reality, many enterprises do not specify the scope of trade secrets they want 
to protect in the agreement, making the non-competition agreement without a "reasonable 
premise", once the dispute occurs, easy to be found invalid by the court.  

3.2. There is a Dispute Over the Determination of the Non-agreed Economic 
Compensation or Unreasonable Agreement 

In reality, many non-competition agreements exist that only stipulate that employees have non-
competition obligations, do not agree on financial compensation, or do not pay financial 
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compensation (Lan Jianghua, 2019). Academic circles have a considerable controversy about 
how the non-agreement of financial compensation affects the validity of non-competition 
agreements (Hou Lingling, 2012). In practice, the mainstream judicial opinion and some local 
guidelines consider non-competition agreements without agreement on financial 
compensation as invalid (Zhu Jun 2012). However, some scholars believe that, despite the lack 
of agreement on the payment of financial compensation or unclear payment standards, the non-
competition clause is still binding on both parties as long as the parties have consistent and 
accurate meanings regarding the non-competition (Cui Yongxin, 2015). 2015). 

3.3. Difficulty in Proving Workers' Violation of the Non-competition Agreement 
In non-competition labor disputes, it is difficult for the employer to provide evidence that the 
worker who signed the non-competition agreement went to work in the competitor's unit (Cui, 
2015), making it difficult for the enterprise to prove that the worker violated the non-
competition agreement. Because, in practice, third-party units exist for their interests or even 
with the laborer to use some circumvention or even violation of the law, resulting in the use of 
the unit to find evidence in this regard is even more difficult (Wang Jianping and Su Wenwei, 
2013). 

4. Countermeasures: How Do We Solve the Problems Related to the 
Leakage of Trade Secrets? 

4.1. Enterprise Management  
On the one hand, companies can set employee access rights. This can be carried out by the legal 
department of the enterprise for specific operations. Through the authority system to filter part 
of the personnel to the confidential contact, reduce the enterprise's own risk of trade secret 
leakage. On the other hand, the enterprise should be the staff of trade secrets related laws 
popularization. Promote employees to the enterprise confidentiality system, non-compete 
obligations, legal responsibility of the understanding, strengthen the staff's awareness of trade 
secret protection. 

4.2. Evidence Skills 
 Cui Yongxin (2015) proposes that for the problem of difficulty in proving the existence of a 
breach of contract, the employer can go to the social security office to retrieve the social security 
payment records of the worker. However, in practice, it is common for third-party companies 
to pay social insurance and personal income tax on behalf of employees. Even in determining 
labor relations, the records of social insurance payments and personal income tax lists cannot 
be used as decisive evidence for determining labor relations. The corroboration and mutual 
confrontation of other evidence are needed to form a complete chain of evidence to infer the 
establishment of labor relations (Zeng Jing, 2020). For example, records of workers' tax and 
housing fund payments, records of workers' tax and housing fund payments, business cards 
used by workers in competing units, email addresses, and contracts and documents signed on 
behalf of competing units (Cui, 2015). 

4.3. laws and Regulations 
In the Labor Contract Law, the term "similar products or business of the unit" is defined as 
"work or business related to the exposure to trade secrets in the employer" (Deng Heng, 2017). 
On the one hand, from the current judicial practice, "the same kind of products, the same kind 
of business" is generally based on the business scope of the employer's registration but should 
be protected by law in the actual business process of trade secrets, rather than according to the 
business scope of the employer's registration. In this way, the trade secrets that the agreement 
wants to protect are not protected successfully, making the agreement null and void. On the 
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other hand, if the non-compete is directly applied to the Labor Contract Law, it will lead to the 
enterprise can abuse the non-compete and unfairly restrict the freedom of re-employment and 
competition of the employees (Zhang Yurui, 2008). Therefore, we can consider amending it to 
"work or business related to the exposure to trade secrets in the employer." 

4.4. Agree on Reasonable Financial Compensation 
From the perspective of judicial practice, there are still differences in the determination of the 
effect of non-agreed financial compensation or unclear agreement on the validity of the 
agreement. Therefore, for insurance purposes, companies should still agree on reasonable 
financial compensation to ensure the validity of the non-competition agreement. From the 
employees' psychological point of view, reasonable financial compensation can, to a certain 
extent, make up for the psychological imbalance caused by the difference in income caused by 
the workers' inability to work in the industry they are most familiar with and best at. It can 
reduce malicious leaks caused by retaliation or financial temptation. 
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