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Abstract 
At this stage, e-commerce has developed by leaps and bounds in China, with more and 
more adaptability to life and wider coverage. Faced with this brand-new business model, 
audit staff are also faced with huge work challenges and misstatement risks. The audit 
risks are far beyond their controllable scope, and the audit work is extremely difficult. 
This paper studies the development of e-commerce as the background of the times, 
analyzes the causes and types of audit risks in the e-commerce environment. And on the 
basis of risk analysis, put forward the audit risk coping strategy under the e-commerce 
environment. 
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1. Introduction 

With the rapid development of the information and network society, e-commerce has 
increasingly become an inevitable development trend or contact object of various traditional 
industries. E-commerce is a general term for the transaction activities of goods and services 
using computer networks, and is the process of realizing electronic transactions with the help 
of computers, networks and modern communication technologies. E-commerce has become a 
global, immediate and open indispensable business model in people's daily life (Zhao Wenli, 
2020). At the same time, the vigorous development of e-commerce has brought great challenges 
to audit work, and the audit environment has changed from traditional single accounting 
information system to a more complex environment. Auditing in the e-commerce environment 
has undergone significant changes in audit objectives, audit scope, audit content, audit evidence, 
audit process (Liu Guangyou, 2003). At the same time, the audit risk also changes with the 
change of the audit environment. In order to comply with the new requirements for the 
development of audit theory and the response to audit risks brought about by changes in the 
economic environment, this paper proposes countermeasures for audit risks based on the 
impact of the e-commerce environment on audit risks. 

2. Audit Risk in E-commerce Environment 

2.1. The Causes of Audit Risk in E-commerce Environment 
Audit risk in e-commerce environment refers to the possibility of auditors issuing 
inappropriate audit opinions in e-commerce environment. The audit risk is mainly caused by 
the changes in the audit environment and the impact of the audit environment on the audit 
object and the audit subject. This paper will discuss the causes of audit risk in the e-commerce 
environment from three factors: audit environment, audit object and audit subject. 
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2.1.1. Risks Arising from the Audit Environment 
In the e-commerce environment, the audit environment has evolved from the traditional audit 
environment to the electronic data audit environment. The impact of the electronic data 
environment on auditing has been fully demonstrated above. Therefore, this part mainly 
discusses the audit risk of e-commerce audit due to environmental factors, which can be 
subdivided into two aspects: 
On the one hand, China's e-commerce operating environment is not perfect. China's e-
commerce development level is at the forefront of the world. However, the auxiliary supporting 
industries of e-commerce are not perfect, and the construction of logistics system and e-
commerce information system cannot meet the vigorous development of e-commerce industry. 
On the other hand, the legal environment for e-commerce in China is not standardized enough. 
The relevant legislations of China's e-commerce industry mainly include the Electronic 
Signature Law of the People's Republic of China in 2004 and the E-commerce Law of the 
People's Republic of China in 2018. The promulgation of these two laws is the legal guarantee 
for the orderly operation of e-commerce industry, and also provides a legal basis for e-
commerce audit. However, the legal construction of China's e-commerce industry started late, 
and there are still many deficiencies. Relevant laws have not yet made clear provisions on the 
emerging e-commerce audit. 
2.1.2. Risks Arising from the Audit Object 
Audit objects in the e-commerce environment can also be divided into two categories, e-
commerce industry transaction entities and other industry transaction entities. This paper 
mainly discusses that the subject of e-commerce transactions is the audit object, that is, the so-
called e-commerce audit. Audit risks arising from e-commerce companies’ own factors can be 
attributed to the following three aspects: 
First, the internal control system of e-commerce enterprises is not perfect. Except for some 
leading enterprises in China's e-commerce industry, most e-commerce enterprises are small 
and medium-sized scattered enterprises that rely on leading enterprises to develop. These 
enterprises have weak awareness of internal control, and it is difficult to implement the control 
system. At the same time, the industry characteristics of e-commerce determine that its 
industry development is highly dependent on the construction of information systems, so the 
internal control system of e-commerce enterprises should also be automated control based on 
information technology. However, it is very difficult for small and medium-sized enterprises to 
create an appropriate and effective internal control system. Second, the professional quality of 
e-commerce practitioners needs to be improved. China's e-commerce industry is a rapidly 
developing emerging industry, corresponding to the uneven professional quality of e-
commerce practitioners and a small talent pool. At present, China's e-commerce industry lacks 
comprehensive talents, and practitioners in the e-commerce industry often cannot be higher 
than the inherent perspective of the industry, and cannot lead the development of the industry 
based on the perspective of risk aversion. Third, other e-commerce businesses such as 
electronic payment and electronic signatures increase the difficulty of auditing. The contract 
signing and payment for commodities and other activities of e-commerce enterprise 
transactions are realized based on the network platform, which broadens the traditional 
settlement method, widens the audit scope and increases the audit difficulty at the same time. 
The uniqueness of e-commerce enterprises in terms of transaction forms, electronic signatures, 
settlement methods and payment methods significantly increases the difficulty and audit risk 
of auditors. 
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2.1.3. Risks Arising from the Audit Subject 
The audit subject refers to the institutions and personnel who implement audit behavior and 
exercise audit supervision power in conducting e-commerce audit activities. E-commerce audit 
subjects mainly cause audit risks from the following two dimensions: 
On the one hand, the professional level of auditors engaged in e-commerce audit is not enough 
(Tu Lijiong, 2018). E-commerce auditing requires auditors to have comprehensive abilities in 
accounting, auditing, e-commerce and network. However, most of the existing auditors focus 
on the disciplines of finance, auditing and accounting in the training process, and lack 
comprehensive training in computer, network and e-commerce industries for auditors. This 
directly leads to the lack of professional acumen of auditors when conducting e-commerce 
audits, and it is difficult to judge the mistakes and doubts of the audited units, thereby 
increasing the audit risk. On the other hand, e-commerce auditing lacks dedicated auditing 
software. At present, most of the audit software is limited by the traditional audit mode, and 
the audit software dedicated to the e-commerce trade mode is rare. The general audit software 
cannot deal with the large-scale data analysis under the e-commerce trade mode. At the same 
time, the application of audit software is based on financial software, and the general financial 
software in the market cannot fully cover the financial continuing needs of e-commerce 
enterprises. The incompatibility of financial software makes it difficult to widely apply e-
commerce audit software. The use of e-commerce dedicated audit software requires the 
audited units to use dedicated financial software, thus causing huge communication costs and 
development costs. These reasons make it difficult for audit institutions to obtain relevant data 
of e-commerce enterprises, thus becoming one of the incentives for audit risks. 

2.2. The Types of Audit Risk in E-commerce Environment 
Specifically, audit risk mainly includes two major parts, namely material misstatement risk and 
inspection risk. The audit risks in the e-commerce environment also include these two parts. 
The risk of material misstatement refers to the possible errors in the financial statements of e-
commerce enterprises in the e-commerce environment, which exists before the audit begins, 
and can be subdivided into inherent risk and control risk; The inspection risk refers to the non-
compliance problems found by the auditors in the economic activities related to the audited 
unit during the audit process related to e-commerce. The inspection risk refers to the non-
compliance problems found by auditors in the economic activities related to the audited units. 
The error reporting may be related to the material misstatement risk in the early stage, or it 
may be a separate risk. 
2.2.1. Inherent Risk of E-commerce Audit 
Inherent risk is one of the key components of material misstatement risk, which refers to the 
possibility of material misstatement of a certain determination in the accounting statement of 
an e-commerce enterprise when auditors have not considered the internal control factors of 
the audited entity. Inherent risk is an inherent risk beyond the control of auditors. Under the e-
commerce trade model, the accounting information in the form of electronic data of transaction 
forms, settlement methods and payment methods has a significant impact on the inherent risk 
of the audited entity. Accounting information in the form of electronic data will make fictitious 
transactions and whitewash reports more convenient, which increases the inherent risks of e-
commerce businesses. At the same time, the external business environment of the audited unit 
is also an indirect factor affecting the inherent risk of the enterprise. The e-commerce industry 
is developing rapidly, and the competition among e-commerce enterprises is fierce. The severe 
external competition environment is usually an important incentive for the audited units to 
commit fraud. First, the fierce competition in the industry makes the profits of small and 
medium-sized e-commerce enterprises plummet. When enterprises face the challenge of 
survival, fraud is more likely to occur. Second, the fierce industry competition stimulates the 
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loan demand of e-commerce enterprises. When the audited entity has the motive of 
whitewashing the accounting statement because of obtaining the loan, the inherent risk is 
relatively large. 
2.2.2. Control Risk of E-commerce Audit 
Control risk is another key component of material misstatement risk, which refers to the 
probability that the internal control system of an e-commerce enterprise fails to play a 
controlling role and cannot prevent or timely detect misstatement of financial statements. 
Control risk is the same as inherent risk, auditors can only assess the size of the risk, but cannot 
affect or reduce the level of risk. The level of risk depends entirely on the effectiveness of the 
audited unit's internal control system. From the analysis of the causes of audit risk in the e-
commerce environment above, it can be seen that most of the e-commerce enterprises are small 
and medium-sized enterprises. Determined by the size of the enterprise and the characteristics 
of the industry, the internal control system of these enterprises must have certain limitations. 
When the internal control system of an e-commerce enterprise has major defects or cannot 
work effectively, the audit control risk arises. In addition to the lack of the effectiveness of the 
internal control system of the audited unit due to congenital factors, the transaction 
characteristics of e-commerce activities also challenge the effectiveness of the internal control 
system of the enterprise. The e-commerce trade model not only increases the incentive for 
fraud, but also provides convenient conditions for fraud. When the fraudulent behavior is 
carried out by means of the innovative mode and leverage effect of electronic transactions, it is 
often difficult for the internal control system of the enterprise to detect the fraudulent behavior, 
which also increases the control risk of the audited unit to a certain extent. 
2.2.3. Inspection Risk of E-commerce Audit 
The inspection risk of an e-commerce audit refers to the probability that auditors fail to detect 
material misstatements of the audited entity through established audit procedures. The 
inspection risk exists independently in the inherent risk and control risk of the audited unit, 
and is the only audit risk element that can be avoided or reduced by the auditors. The inspection 
risk level is directly related to the effectiveness of the auditor's work. In the traditional audit 
model, auditors must determine the acceptable level of inspection risk through the material 
misstatement risk of the audited unit . In the e-commerce environment, auditors can apply 
special software for e-commerce auditing, and the use of data analysis programs can 
significantly improve the auditors' ability to obtain audit evidence and analyze audit evidence, 
which can minimize the level of audit importance. To a certain extent, auditors can minimize 
the inspection risk of e-commerce audit by applying data analysis procedures, or even 
completely offset the inspection risk. However, the dedicated audit software for e-commerce 
enterprises has not been widely promoted at present. At the same time, due to the operating 
characteristics of e-commerce enterprises and the lack of e-commerce knowledge of auditors, 
there are more uncertain factors in the actual process of e-commerce auditing, so there is a 
greater risk of inspection(Yang Yun, 2017). 

3. Audit Risk Coping Strategies in E-commerce Environment 

3.1. Response to the Material Misstatement Risk-strengthening and 
Construction of Enterprise Internal Control 

In the e-commerce environment, the role of the enterprise internal control system in the 
survival and development of the enterprise is further strengthened. It can also be seen from the 
previous risk analysis that the control risk of an e-commerce audit is largely determined by the 
effectiveness of the internal control system of the audited entity (Lu Shuangshuang, 2020). First 
of all, in addition to implementing the construction principles of comprehensiveness, 
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importance, checks and balances and adaptability of internal control construction of 
conventional enterprises, e-commerce enterprises should also follow the principles of security. 
When using internal control methods such as incompatible post separation control, 
authorization and approval control, budget control, and accounting control, enterprises should 
take into account the principle of security. Secondly, the internal control of e-commerce 
enterprises should strengthen the control of enterprise contracts. E-commerce enterprises are 
atypical business enterprises whose core business is commodity trading. Contract signing is the 
key link for the value-added of commercial enterprises. Strengthening contract control for e-
commerce enterprises is an effective measure to reduce the risk of major misstatement in 
auditing. Enterprises should reasonably set up positions related to contract signing, and 
implement centralized management of contracts; Strengthen the management of contract 
conclusion, focusing on the conditions and scope of contract conclusion; it is also necessary to 
implement a supervision and review system for contract performance to ensure that the 
contract can be effectively performed; The internal control system should ensure that the 
financial department conducts price settlement and account processing according to the 
performance of the contract; the internal control should cover the management control of 
contract disputes. Finally, the internal control system of e-commerce enterprises should also 
establish an internal supervision system. Most of the e-commerce enterprises are small and 
medium-sized enterprises, and their awareness of internal control is weak, and the internal 
control system alone cannot fundamentally solve the problem. Only when the enterprise 
supervises and evaluates the establishment and implementation of the internal control system, 
will the e-commerce enterprises pay attention to the internal control from the bottom up. 

3.2. Response to the Check Risk-development and Application of Dedicated 
Audit Software 

From the above analysis, in the e-commerce environment, the audit process can be roughly 
divided into three main stages: general analysis, specific analysis and detailed testing. The 
powerful data analysis function makes the traditional control testing program meaningless. At 
the same time, data analysis procedures in the e-commerce environment replace the functions 
of the original risk assessment and substantive procedures. The data analysis program obtains 
audit evidence that can verify the wrong and doubtful points while discovering the wrong and 
doubtful points. However, the implementation of the audit phase of the data analysis program 
relies on the development and application of dedocated audit software. The construction of e-
commerce audit software should emphasize the practicability of the software while 
highlighting the advanced nature of the software. First, the audit software should have the 
function of real-time remote audit. The characteristics of the e-commerce industry determine 
that the audited units may face information security risks at any time. Therefore, the audit mode 
for e-commerce enterprises should not be limited to traditional post-event node audits, but 
should be online real-time audits to control the information security risks of enterprises at any 
time. The second is to establish an e-commerce enterprise audit service information database. 
Through the powerful information system technology and big data technology in the e-
commerce era, a big data database of e-commerce enterprise audit information is created for 
auditors to refer to at any time during the audit process for efficient auditing. Powerful e-
commerce professional audit software is the guarantee for the realization of data analysis and 
audit functions. From the above audit risk analysis, it can be seen that in the e-commerce 
environment, the proper application of audit software can make the audit inspection risk 
plummet. 
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